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BBepeHune

Cuctema 6esonacHocTn «[OpU3OHT» npedHasHavyeHa AN oxpaHbl CTAUMOHaPHbIX U MOBUMBbHBIX
06BbEKTOB, C MCMOMb30BaHMEM NPOBOAHLIX U paano- kKaHanoB cBA3W. OCOBGEHHOCTM CUCTEMBI:
e [poctota pa3BepTbiBaHUA. [lockonbKy nporpamMmHoe obecnevyeHne npegocTaBnaAeTcs
fGecnnatHoO, a WCMNOMb30BaHWEe creunanbHOro MynbToBOro 06OpyAOBaHUA He  SABMSeTCS
o6sa3aTenbHbIM, 3anyck nynbTa He TpebyeT GOonblUMX BMOXEHUA — HYXXEH NULb NepCOoHanbHbIN
KOMNbIOTEP CpefHerh MOLLHOCTM B KayecTBe cepBepa CUCTEMbl. JTO AefnaeT 3KOHOMUYECKU
onpaBAaHHbIM MOCTPOEHNE MyNbTOB OXPaHbl JaXe C MUHMMAarbHbIM KOJ1-BOM Npubopos.
e JKOHOMMYHOCTb. OO6bekToBble npubopbl B  MWHMMANbHOM KOMMMEKTaUMM YXe UMerT
BCTpoeHHbIn Mogynb Wi-Fi gns opraHusauum cBssm ¢ cepepoM. Cepsep u npubop mMoryT
HaxoauTbCSl B OQHOW NOKanbHOW CETU NN yCTaHaBNMBaTb CBA3b Yepes3 MHTepHeT. [epBbin BapuaHT
nogonaeT Asis opraHnsaumm KopnopaTUBHOM OXpaHbl, BTOPOWN — AN OXPaHHbIX NpeanpusTum.
¢ MHorokaHanbHocTb. Kpome moayna Wi-Fi, npnbop moxeT 6biTb 060pyaoBaH KOMMYHUKaTOPOM
GE, koTOpbIi MMEET pazbeM AN NOAKMIOYEHUA NPOBOAHOIO MHTEPHETA, a Takke ABe SIM-kapTbl
ANa nepefjayun AaHHbIX Yepe3 MHTepHeT no TexHonormm GPRS. Kpome Toro, K MNynbTy MOXHO
NogKounTb petpaHcnaTopbl «opu3oHT-PTP» ana npnema SMS ot npmnbopos. B cymme ato gaet
LIeCTb KaHanoB nepefayn AaHHbIX Pa3HOro TMna - NPOBOAHbIX U paavoKaHasnbHbIX, Yepe3 MHTEPHET
1 no npotokony SMS — yTo genaeT cuctemy BecbmMa YCTONYMBOMN.
¢ MacwTabupyemocTtb. [Mporpamme MOHUTOPUHra OOBLEKTOB MOXHO HACTPOUTb pasHbl yPOBEHb
JeTtanusaumm, C KoTopou oHa OyaeT otobpaxarb Ha MHEMOCXEME COCTOSIHME OOBLEKTOB — C
npnéopamn n 3oHamu, unu 6e3 Hux. BbICOKMIA ypOBEHb AeTanu3auun nogonaeT Ans nynbToB C
HeGOMbLWNM KOJ-BOM OOBEKTOB, HU3KMA — ecrnn OOBEKTOB MHOIO M UX Kon-Bo pacTteT. Kon-Bo
NOAKMIOYEHHBIX K cucteme npubopoB MOXHO yBenuumBaTb OO0 OECKOHEYHOCTU — HYXHO Iulb
cneantb, 4TOObI MOLLHOCTb CepBepa W KOMMYECTBO WCMNOSb3yeMbIX KaHanoB CBs3M Obinu
A0CTaTOYHbIMW.
e YHuBepcanbHocTb. K cucreme moxeT ObiTb nogkmntoveH mnwobon npubop, nepenarowmn
M3BELLEHNSA B pacnocTpaHeHHbix dopmatax ContactlD wnm  Surgard. CoobuwieHus moryT
nepepgasaTbecs Ha IP-agpec nynbta, nnbo B Buae SMS Ha TenedoHHbI HOMEpP peTpaHcnsiTopa
«"opn3oHT-PTP».
e YnpaBnsemoctb (MHoroobpasve cnocoboB ynpaeneHuss npubopom). [Mpubop MoxeT
yNpaBnATbLCS Kak NokanbHO, Tak U yaaneHHo. JlokanbHO Npubop ynpaBnseTcsa C NMOMOLLLIO KITHYEN,
NMHopMaums 0 KOTOPbIX 3anncaHa B ero namsaTb. B kayecTtBe knio4ven mMoryT ObiTb MCNOMb30BaHbI
6penkn, Proximity-kapTbl, kntoum Touch Memory n yicnosble naponu, BBOAMMbIE C KOOOHABOPHON
naHenu «loptan». YganeHHo npubop MoXeT ynpaBnsaTbca onepatopom ¢ MNMUH unu cotpygHmkom
obbekTa. CoTpyaHMK MOXET OTNpaBnATb KOMaHabl Npubopy: a) ns meccengxkepos Telegram u Viber;
6) TeneOHHbIM 3BOHKOM Ha 3apaHee onpeeneHHbIn Homep nynbTa; B) NMbo u3 nu4Horo kabvHeTa
BnagenbLa o0bekTa Ha canTe.
o WEB-TexHonornun. Cucrema pabotaet kak WEB-cepBep, 3T0 No3BONUT agMWHUCTpPATOPy
penaktupoBaTtb 6a3y gaHHbIX yaaneHHo, u3 noboro 6paysepa, Ha ycTpounctee ¢ nodon OC. Takke
paspaboTaH cepBMC ANdA BragenbueB OOBLEKTOB, MO3BOMAKOWNA MM MpOCMaTpuBaTbh 4epes
WHTEpPHET TeKyllee cocTosHuMe obbekTa, AobaBnaTb M yAansaTb KYM COTPYAHMKAM, YNpaBnATb
paccbinkon mssewleHui. Npn BBOOE B CTPOKY agpeca bpaysepa IP-agpeca cepsepa (DNS-ums),
OyoeT OTKpbIBaTbCA CaWT OXPaHHOW OpraHu3auuun, ¢ ee onucaHuem, KOHTaKTHOW MHdopMaunen u
T.4. Takum o6pa3om, yCTaHOBMB CUCTEMY [[OPU3OHT — CanT «B MO4APOKY.

O6meH fgaHHbIMM Mexay 0O6bekToBbIMM NpubopamMy u NynbTOM LEHTPanvM3oBaHHOro HabnwaeHus
ocyuwlectensetca no cetam TCP/IP u nocpeactBom SMS. Ob6bekToBble Npubopbl MOryT nepenasaThb
AaHHblE:

Yepes Wi-Fi agantep

¢ [IpoBogHoe coeanHeHune (Ethernet)

¢ GPRS-coeanHeHue

e SMS

MepBble ABa cnocoba NoaxXoAsaT ANS OpraHn3aumm OXpaHbl B pamKax JoKarnbHOW ceTu NpeanpuaTus,
6e3 BbIxoAa B rnobanbHyto cetb. [ns npuema m3seweHun B Buge SMS Tpebyetcs yctaHoButb GSM-
MOZEM, KOTOPbIA MOXET NOAKIYaTLCA K cepBepy Nmbo yepes USB, nnbo yepes ceTeByto KapTy.



Obwexrosuie npubope: MynsT uenTpanuzosanHoro Habnogeuus
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Mpn nony4yeHUn HOBOrO M3BELLEHWS, CepPBEP paccbinaeT ero BCeM MOAMMCaHHbIM Ha CobbITUS MO
3TOMy 0OBEKTY nmuam (Xo30praHy M COBCTBEHHLIM COTPYAHMKAM), HA OOUH UIM HECKOSbKO YKa3aHHbIX
KOHTaKTOB:

e Viber

e Telegram

e Skype

e SMS.

Ncnonb3oBaHue meccenaxepoB Viber n Telegram, no3BonsieT He TOMbKO Nofy4aTb COOOLEHNs, HO
N OoTNpaBNATb KOMaHabl Ha nNprobop.



1. KoHdpurypaumsa nynbTa

MynbT MMmeeT B CBOEM COCTaBe Kak MWHMMYM OAWH KOMMbIOTEP, Ha KOTOPOM YCTaHOBMEHO
cepBepHOe nporpaMmmHoe obecneveHme:

o MS SQL Server 2008 (1 BbIwe). XpaHunuiLe AaHHbIX N LeHTpanbHbIA 31eMeHT CUCTEMBI.

o CepBep cBaA3n «lopusdoHT». Cnyxba Windows, 3anyckaemas aBTOMaTM4eCKM MpPU BKITHOYEHWM

komnbtoTepa. ObecneymBaeT 0OMEH JaHHbIMU C OOBEKTOBLIMM NMpMbopamn: NpuemM N3BELLEHNI U NX

coxpaHeHue B 6ase OaHHbIX, a Takke nepegadvy komang. [pu nepBoHa4anbHOM 3anycke mMogynb

cBA3N noTpebyeT ykasaTb nNapameTpbl NOAKMYEHUs K Gase AaHHbiX. B cucteme mMoxeT ObiTb

HEeCKOmMbKO MoAyren CBA3W, YCTAHOBIEHHbIX Ha pasHbIX KOMMbIOTEPaXx.

o APM agmunHuctpatopa. lNporpamma gnsa KoHpurypupoBaHusa nynbTa, 06bEKTOBbLIX NPMOOPOB ”

T.AO.

¢ APM onepaTtopa. [Nporpamma MOHUTOpPUHIra 06 bEKTOB OXPaHbl.
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Takke moxeT noTpeboBaTbcsi 060pya0OBaHME ANst OpraHn3aLmm CBA3W:

e PoyTtep. YCTpOMUCTBO MapLUpyTU3auuu MakeToB AdaHHblX, npuxogdawmx uns cetu WHTepHeT no
onpegeneHHbIM NOpTaM, Ha COOTBETCTBYIOLLME KOMMNbIOTEPDLI FOKanbHOM ceTu. PoyTep He HyxeH,
ecnu kabenb OT NpoBangepa NOAKIYEH HENOCPEACTBEHHO K CEpBEpPY Unu Ans Bbixoda B IHTepHeT
ncnone3syetcs, Hanpumep, USB-mogem.

e USB-mogem. YCTpPOMUCTBO ANA pe3epBHOro NOAKMYEHUs K ceTn VHTepHeT 4yepes3 onepaTtopos
COTOBOW CBSI3M.

o GSM-mogem «lopmsoHT-PTP». YcTponcteo ansa npuemal/nepegayn SMS. MmeeT gBa pasbema:
USB un RJ-45, T.e. MOXeT MOAKMYaTbCA HenocpeacTBEHHO K cepBepy vepe3 USB unu ceTeByto
KapTy, nMbo BknoYaTbCsa B nokanbHyto ceThb MNMLUH.

Ecnu Harpy3ka Ha cepBep Hebonbwasa (MeHee 500 06bEKTOB), TO aBTOMaTM3NPOBaHHbIE paboune
mecta (APM) onepatopa u agmMuHucTpatopa, MoryT ObiTb YCTAaHOBNEHbI HA KOMMbIOTEPe cepBepa. B
NPOTUBHOM Cllydae UX fyylle YCTaHOBUTb Ha OTAENbHON MalUMHE - 3TO CHU3UT Harpy3Kky Ha cepBep, a
Takxke NO3BOSIUT YCTAHOBUTL CEPBEP B OTAENbHOM OT NepcoHana noMeLLeHUN.

3ameTum, 4YTO paboyve CTaHUMM onepaTopa M agMUHUCTpaTopa Heobs3aTenbHO AOSMKHbI ObiTh B
O[IHOM TOKarbHOW ceTn C cepBepoM — nogknoveHne Kk SQL-cepBepy MOXET OCYyLLEeCTBMASATLCA U3BHE
(4epe3 NHTepHET), Ansa 3Toro He0BXo0ANMO HACTPOUTbL NPOABMKEHNE NAKeTOB Ha poyTepe (nogpobHee).



1.1. OpraHusauus ceasu no cetam TCP/IP (Wi-Fi, GPRS, Ethernet).

TCP/IP He TpebyeTcs cneumanbHOro npueMHoro obopyaoBaHmsi KPOME CETEBOW KapThbl cepBepa, HO
HY>KHO, 4YTODObI NpoBavaep Bblgan «6enbi» ctatndeckun IP-agpec (public IP-address). MNogkntoueHne
cepBepa K MHTEPHETY MOXeT OCYLeCTBNATbCA Hanpsimyto, nmubo 4vepes poyTtep. BTopow BapuaHTt
npeanoyTUTenbHee C TOYKM 3peHunss GesonacHocTu. [lpu mMcnonb3oBaHUM poyTepa Heobxoaumo
HacTpouTb ero Tabnuuy MapLipyTmsaumm, Kotopasi npeacTtaBsnsieT cobor conoctaBneHme nopTos u IP-
agpecoB  KOMMbIOTEPOB, Ha KoTopble OyayT nepeHanpaBnATbCA NakeTbl, MNOCTYNUBLUME MO
COOTBETCTBYIOLLEMY MOPTY.

B uenax noBbIWEHNA OTKa30yCTOMYMBOCTM MNynbTa, Lenecoobpa3HO MOAKMYUTL CcepBep K
NHTepHeTy Yyepes AByx npoBangepos. Hanpumep, OCHOBHbIM ABNSETCS NPOBOAHOE BbICOKOCKOPOCTHOE
coeanHeHune, pesepBHbIM — nogkntodeHne GPRS 4epes ceTb onepatopa COTOBOW CBS3MW.

M a2gmummacTpsTope Q

Mp=suna aozeose

Topw=onT-FTP (Eth)

s WiFH

T_
=
= s Ethernet
s
=)
>4

= SIM2

30ecb, 00bekToBbIM NpMbop 3anporpaMMMpoBaH AenaTtb TPU NOMNbITKA Nepedavn U3BeLeHUs Ha
ocHoBHOW |P-agpec cepsepa (IMpoBamgep 1), B cnyyae Heygaum — Ha pesepBHbli |P-agpec
(MpoBangep 2). Ha poytepe [UH, nogkniodeHHoro kabenem k [MpoBavgepy 1 u ummetrowero
rnobaneHbin  IP-agpec (WAN) 87.1.26.98, B Tabnuue mapwpyTtu3aumMm BBeOeHa MWHCTPYKUMA O
nepeHanpasneHnn naketos, Npuxogawmux no nopty 1235, Ha nokanbHbin IP-agpec (LAN) cepsepa
ceaAsn 192.168.1.3.

[nsa v3BelwleHnin, npuxoasLwmx Ha pesepBHbin IP-agpec cepeepa (MpoBanaep 2), nepeHanpasneHune
aenatb He Hy>XHO — USB-mogem nogknoyeH HenocpeacTBEHHO K CcepBepy.



1.2. MNMpuem SMS-nsBeweHnn

Mbl pekomeHgyem mncnonb3oBatb SMS B Ka4eCTBE pe3epBHOro KaHana cBs3u npu cbosx B pabote
cetn WHTepHeT. Mcnonb3oBaHWe pasHbiX KaHanoB AOCTaBKM WM3BELLEHUM MNOBbIWAET HaAEXHOCTb
cuctembl. SMS - Gonee meaneHHbI (M 4OpoOron) kaHan cea3u no cpaeHeHuto ¢ GPRS, Ho B cnyyae
BO3HWKHOBEHMA Npobnem ¢ AOCTynoM B VIHTEpHET NO3BONUT NPOAOIKaTe NPUHMMATb M3BELLEHUS OT
00BHEKTOBbLIX NPMOOPOB.
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Ona npuema SMS-usBeleHmn Heobxogmmo npuobpectn GSM-mogem u SIM-kapTy. YCTPOMCTBO
nMeeT OBa WHTepdenca ons nogknodeHnsa k cepeepy: USB un Ethernet. Ucnonbaysa Ethernet, Bbl
MOXeTe MOAKIYNTL ero HenmocpeacTBEHHO K cepBepy (B CeTeBYK KapTy), MO0 NoakmounTb ero K
nokansHon ceTtu MNMUH. MNpu BkNOYEHUN YCTPOWCTBA, CEPBEP CBA3M HAXOOUT €ro aBTOMaTUYECKN.




1.3. [JononHuTenbHbLIN cepBep CBA3MU

B cucteme MoOpM30oHT MOXET OAHOBPEMEHHO paboTaTb HECKOIbKO CEPBEPOB CBSA3W, YCTAHOBMEHHbIX
Ha pasHbiX MawuHax. OTO NO3BONSAET YBENMYUTb MPOMYCKHYH CMOCOOGHOCTb MynbTa WM MNOBBLICUTL
HaOEeXHOCTb cucTtembl B uernom. CpegHen MOLLUHOCTM KoMMbioTep crnocobeH obpabaTtbiBaTb MOTOK
TecTtoBbiXx m3BeweHun ~1000 npmbopoB (MpyM YCTAaHOBKE MWHMMAarbHOro uHTepBana, paBHoro 10
cekyHaam). CooTBETCTBEHHO, Npun Ao0aBneHnn B CMCTEMY HOBbIX NPUOOPOB CBEPX 3TOrO KONMUYECTBa,
HY>XHO NMnBO yBenuuMBaTb WHTEPBan OTMNPaBKM TECTOBbLIX W3BELLEHWW, NMBO nepeHanpaBuTb YacTb
Tpadmka Ha HOBbI KOMMNbIOTEP C YCTAHOBMNEHHLIM MOAYIEM CBS3N.

Hwke npeacraBneHa cxema C OBYMSI KOMMbOTEPaMUM M OBYMSI poyTepamu, MOAKITHYEHHbIX K
pasHbiM npoBangepam. 34ecb, faxe ecnu nponageT CBs3b C OOHUM M3 MNpoBanaepoB, NynbT

NPOOOIKNT NpMHMMaTh m3BelleHns no GPRS.

Talnuua mapwpyTuzawm

APM onzpatopz + Cepesp caazn 2
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1.4. YcraHoBka NO mn 3anyck cepBepa

3anyctute nporpammy YycTaHoBkM Horizon.exe. Ykaxute KOMMOHEHTbI, KOTopble TpebyeTtcs
yCTaHOBUTb Ha 3TOT KomnbioTep. Ecnu y Bac yxe yctaHoBrieH MS SQL Server (2012 u Bblwe),
NCKIOYMTE Ero U3 Cnmncka ycTaHaBNMBaEMbIX KOMMOHEHTOB.

[o6po noxanoeats B MNporpammy
YctaHosku UCB "Mopu3oHT"

Mporpamma yctaHosut UCB "TopuzoHT" Ha Baw
KomnbtoTep. HaxmuTe Ha MpoaomkuTs ANA NPOAOIKEHNA
nnu Ha OTMeHUT Ang BbXOAa.

xa VICE "Topnont” (=]
7z }remu Ycratoska
Te crocoB ANA YCTAHOBKM XEeNaeMbiX QyHKLIAA.

HaxmuTe Ha 3Hauku B Aepese Ans Bbi60pa YCTEHABNMBAEMBIX GYHKLI NPOrPaMMbI.

Bt Q vI WCB "TopusoHT" APM AamunucTtpaTopa ans
I | koourypuposarus UCE
APM MoruTopura “TopusonT"”

Cepsep ceasn
SQL Server Express

LanHan eyHkuna Tpebyet 9441KB
Ha BaleM XECTKOM aMCKe.

Momck

Hasan [I'Iponpmm] [Omem‘rb]

[ Hasan "l'lponomm‘rb] IOmeHmb]

e —

WCB "Topusont" L=l=]

3 rovoea y WUCB "Te ™

] HaxmuTe Ha YcTaHoBuTs ans Havana yctaHosku. HaxmuTe Ha Hasaa, utobel
NPOCMOTPETL UM MSMEHNTL HACTPOMKM ycTaHoBKM. HaxmiTe Ha OtveHnTe ans
BbX0OAa.

h WCE "TopusoHT” .7 a
\4-)3 WUCB "Topusont"”
MoxanyiicTa, noaoxante, noka ycraHasnusaetca VCE "TopuzoHT".

Cratyc: Peructpauma nporpammbi
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3aBeplueHa YcraHoeka UICB
"lopu3oHT"

HaxmuTe Ha kHonky 3aBEpWWTL ANs BLXOAA.
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o ©
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AAMUHHET..

Mo 3aBepLUeHNM YyCTaHOBKM Ha paboyem cTtone nossutcs Tpu apnbika: APM Onepatopa, APM

AnomuHuctpatopa u Cepsep CBA3N.

3anyctute APM AgMunHucTpaTopa, 4Tobbl co3aTh HOBYO 6a3y AaHHbIX M HACTPOUTL NapaMeTpbl

cepBepa ans npuema n3BelLLeHnin oT NpMBopoB.

3anyctute Cepsep cBsA3m 1 APM Onepatopa. MapameTpbl nogkntoyeHns kK 6ase gaHHbix 6yayT
ncnonb3oBaTbCH Te ke, 4Yto 1 ansa APM AgmuHuctpatopa.



2.  APM agmuHucTpaTtopa

OyHKkumn APM agmuHucTpaTopa:

YnpaeneHne 6a30i gaHHbIX

HacTpoiika cepsepa cBsa3n

Ho6aBneHne 06bEKTOB OXpaHbl

HacTpoWka n nporpammmpoBaHue o6BHEKTOBLIX NPUbopoB

Y4yeT KOHTaKTHbIX AaHHbIX NepCcoHana v opraHnsawums paccbifikv U3BELLEHUI

2.1. NMopgknioveHune k SQL-cepBepy n cozpaHue 6a3sbl JaHHbIX

Mpn nepBoM 3anycke NporpaMmmbl HYXHO ykasdaTb pabouyyto 6a3dy OaHHbIX, ANS 9TOr0 HaXxmute
MeHto Pann-fogkniodeHne. B nossusLLeMcs OkHe ykaxuTe SQL-cepBep, a Takke SIOrMH 1 naponb Ans
Bxoga: (no ymonyanuio “sa” n “Arsenal”).

INokaneHee cepeepa | Y AAneHHEIE CEpEEpa |

OAKNHYEHHE K CEPESD

MokaneHee Cepeepa | VapaneHHe CEpEEpa |

Cepeep

ATOMTA\HORIZON basza paHHbX Horizon

03 6333 A3HHBLK
Horizon

MNaruH 53 INoruH sa

Mapone Arsenal MNapone Arsenal

[ Dance J |

l MNogkniounteca ] l

CepBep MOXHO YykasaTb M3 CNUCKa HNoOKanbHbIX CepBepoB, NMB6O Ha BKNagke “YaaneHHble
cepBepa» BBECTU agpec M NopT BPy4YHY0. YTobbl HACTPOUTE BO3MOXHOCTb YAArNeHHOro NoAKMIo4YeHns
K Bawemy SQL-cepBepy, eMy HyXHO 3agaTb ctatudeckun TCP-nopT: oTkponTe npunoxeHne “SQL
Server Configuration Manager” n Beegute 3HadeHne TCP-nopT (GUHaMmnyeckme nopThbl HYXKHO CTEPETD).

. Kaspersky Password Manager Sql Server Configuration Manager |

8 »
Kaspersky Secure Connection Gaiin_ficicraneBng Crpacxa | Cootierma: Terne | ]
. Micresoft Azure
3= x
| Microssft Office L AR NENEY [paraxor]| P-azpeca || [_
. Microsoft R Client ‘Q Aucneryep kondmrypaunn SQL Server (lokz | Aua npeTokona Cocroanne BrnoyeHo Het -
Microsoft SQL Server 2008 B CryBei SQL Server ¥ Ofuwas namsts Brnioueno AnHammeckue TCP-nopTel 0
. Microsoft SQL Server 2012 | | _E Ceresan koHpurypaumna SQL Server (32-p) § Vienosampe k.. Omknrouen O 1ps
& Vimnopt n 3kcnopr aanHex (64-paspagras sep ; % rmpoﬁﬂ KnuenTa Natwﬁ‘c‘\ent SQL o] prmpm— — ITF‘C-:_A:::T 127001
Configuration Tools
Cpencina secrooics [potaxene: gns HORIZOM AxTHEEH Aa
Brnioyero Het
it SQL se
R I 2 EFacTponcs ohnenTa Tatve Chen
= LAykba OTHETOE OO CLUNDKAX W MCNOIB308| = =
. b «% MeceeaoHuMEl =)
. Microsoft 5QL Server 2016 P-agpec feB0::5efe:192,168.56.1%13
Skype TCP-nopt
. STDUAility AKTHEEH Aa
. Visual Studio 2017 Brnioeria Her
| WebComponents B - Annammudeckne TCP-nopTel 0
WebPlugin3.00.3 - 3
crruan | TcP-nopr 63740
. Windows Kits
AuHammueckue TCP-nopTel -
. WinRAR - 2
4 Hasa, TCP-nopt
A TCP-nopt nycTo!
[ OK ] [ OTmena ] [ MprMeHUTE ] [ Cnpaska

MoaknouMBLLUMCE K CepBepy, yKaxuTe B BbiNagalolleM CrnvMcke UMSA CyllecTByowen 6asbl unm
Bblbepute nyHKT [HoBas 6asa gaHHbIX] AN ee cosganus. Mo 3aseplueHun, nporpamma coobwmt ob
yCnewHoM co3aaHunm HoBowr 6a3sbl AaHHbIX.



Basa aaHHbX [Hoeasn 6a3a paHHbx]

[anee HaxxmuTe KHOMKy «[loaknounMTbLCA» U B NOSIBUBLUENCA (hopme aBTOpmU3aunmn BBeanTe
noruH/naponb agMuHucTpaTopa (no ymondanuo «admy» / «admy).




2.2. Hactpownku cepBepa cBA3MN

Mpu nepsom 3anycke APM agMuHucTpaTopa nporpaMmma npensioknT BBECTU HAaCTPOMKN cepBepa:

a)

b)

c)

d)

f)

9)

h)
)

CeteBble agpeca nynbta (IP-agpec unu DNS-ums): OCHOBHOWM W Tpu LOMNOMHUTENbBHbLIX.
PeanbHbin («6enbiny) IP-agpec nynbTa ykasbiBanTe NepBbIM, BTOPOM M nocnegyowme agpeca
MOryYT ObITb KaK peanbHbIMU, TaK U NIOKanbHbIMMU.

MopT gna npubopos (udp) — Ha 3TOT MOPT OyAyT OTNPABNATLCA U3BELLEHUS OT OOBEKTOBLIX
npnbopos. Ecnu cepeep HaxoanTcsa 3a poyTepoM, BHYTPU STIOKaNbHOM CETU — HYXXHO oGecneynTb
NPOABWKEHNE MPUXOOALNX U3BHE MaKeTOB [aHHbIX MO 3adaHHOMY MOPTY Ha fnokanbHbIA IP-
agpec cepsepa («Port forwarding»).

MopT ana komaHg (http) — nopT ncnonb3yeTca Ang oTApaBku KOMaHA vyepe3 mecceHakepbl Viber
n Telegram. Mo nopTy Hy>kHO 0B6ecneynTb NpoaskeHne naketos («Port forwarding»).

MopT gns pgoctyna B nn4HbIN kabuHeT (http). o nopTy HyXHO obecneynTb NPOABMKEHME
nakeToB («Port forwarding»).

JNTormH n naponb cnyx6bl paccbifnky, NO3BONSAOWEN OTNPaBnAaTb coobuieHns o cobbliTuaX Ha
o0beKkTax BCEM 3aMHTEPECOBAHHbBIM NMUAM: BnagenbLam n coTpygHukam obbvekta, 6onuam MNBP,
TEXHN4Yeckum cneumnanuctam u 1.40. OTnpaeka coobuieHnin nponssoanTcs B Buae SMS, nmbo Ha
e-mail, nnéo B MmecceHpxepbl Viber, Skype unu Telegram. Ecnu wncnonb3oBaTtb Cnyxoy
paccbIfK1 HE NIIaHUpyeTCs, MPOCTO HEe BBOAUTE 3TN NapaMeTpbl.

TenedoHHbIE HOMepa peTpaHcnAaTopoB «[opn3oHT-PTP», nogknoudeHHbIX K cepBepy 4vepes
USB, nu6o 4epes nokanbHyto ceTb. Ha aTn Homepa obbekToBble Npubopbl ByayT OTNpaBNATb
SMS-u3BeLLeHNsa B criydae Heyaaum otnpaeku no cetu TCP/IP. YTobbl MHMLMMPOBATL HOBbIE
peTpaHCNATOPbI, MNOAKMYNTE UX K NoKanbHon cetn unu no USB, a 3aTteM HaXmute KHOMKY
«Hantny. OTMeTbTe HangeHHbIe YCTPOUCTBA U yKaKuTe ux TenedoHHbIe HoMepa.
PeTpaHcnsaTop, ucnonb3yembli cnyx6omn paccbinku gns otnpaeskn SMS. Ecnn peTpaHcnaTop
yKasaH, cnyxba 6yget otnpaBnate SMS Tonbko 4epes Hero, B MPOTMBHOM cCrlydae — 4vepes
WHTEpPHET.

TenedOoHHbIN KO CTpaHbI.

"opoga, B koTopoM pacnonoxeH MLH.

Q_'a APM agmurrcTparopa Tepusont. ATOMINHORIZOM Horizen

ﬂJaﬁn‘HanpoﬁKm,%ﬂaqm Mepconan  Kamepor  Paccewnka  Kypwan  Cnpaska

IHe:

B b =

Bce obbekThl ‘ O6bexr

.
Hactpobiks myneta

Agpeca nyneTa SMS-petpancnaTtopel "Topusont PTP"

Lppec myneTa (IP wnm DNS) = a) 21715123185 Ne | IMEI Tenedbon L

Aspec nynea (IP una DNS) il f) 71 86171-50321-88373 +7 913-009-8572 =

Apec myneTa (IP unn DNS) 72 B86171-50306-93387 +T 913-909-3260

Appec nyneTa (IP unu DNS) |3 86924-40466-41662 +7 913-909-3083

7] 4 86171-50304-13650 +7 913-809-5382 5

Mcnonesyemeie NopTs! Tlm mmams mme e = man men e

MNopT ana npuGopos (udp) * b:) 45303 G, Haim W :'_

MopT anA komaHa (http) d 49305 || .

[na ompaeka SMS wcnonesoeats g) 86524-40466-41662 -
MopT &nA QOCTYNA B NMYHEIR KaGUHeT d) 5000

Cryxfa pacceinky nsseweH i PermoHaneHele HacTpoiKK

TNorwd cryxfel pacceinm e:) bk_evgen@blk ru TenedoHHsI KoL CTPaHE! h) Poccun, KasaxcTan - 12

Mapons chyxel pacceinku 123456 lopoa I:J Hosocubupck

3aKpeITs .
\ T —

Takke popmy HacTpoek cepBepa MOXHO BbI3BaTb HaXaTWeM KHOMKU MeH «HacTponku» Ha
rnasHomn popme. Nocne n3aMeHeHnss HacTPoeK MOXET NOHaA0bUTLCA Nepesanyck Moaynst CBA3WN.



2.3. O6bEeKTbl OXpaHbl

[na po6aBneHns HOBOW KapTOYKM 0ObekTa HaXmuTe KHOMKy «Co3gaTb OOBLEKT» B NIEBOM HUKHEM
yrny ¢popmbl. CnpaBa OT cnucka 06bEKTOB 3anonHNTE opmy:

e BpeauTte HOMep N HanMeHoBaHWe 0ObEKTa, a Takke ero onnucaHume.

e BBeaute agpec obGbekTa unu ykaxute ero KoopavHaTbl Ha kapTte — agpec OyaeT onpegened

aBTOMaTUYECKN.

o YKaxute topugmyeckoe nmuo obbekta (Heoba3aTenobHo).

r —= X
(L APM aamurvcTpatopa TopusonT'. ATOMl\HORIZON.HDriZDﬂ“ =UE
®aiin  Hacrpoiikn  3agaum  Mepconan  Kameper  Pacceinka  Kyphnan  Cnpaska
Bce obbekThl Obbexr
Ne Haumencearue Appec
Homep * 1 OFsexT Ha £ Chsec
_ PecTopaH "lMeuku-I1a... | Hosocubupck, Nenusa 1
2 ABTOMOIKE "ucTOTa” Konxmuackan 23 Haumenosahne Pectopan "Meurn-TNasourn”™
3 Marasu “Pagom” Mapxomenko 24 J— (P ———————
4 Cepercbii uenTp "B, Mirsypusa 17
Agpec Hosocubuper, Merna 1
TeOrpagiyEcie KoORgHHETsI: 55.030; 82,918 U YkasaTk ROPAMHATE H3 KapTE
Bnageney ofberTa  He ykasan -
{Opuguueckos nuuo
000 "Korrpons" | [+ fosssae [ Poaanvpossm |
MpuGopbl
i
MpuBop D Mporpammuposatne + [oBasuTe
0001 MpankT-C-12 00019CFA oK
Onosewenie o CoBEITMEX
‘ MNe | Momyyarens | KoHTakThl ‘ Tpeeorn ‘ Heucnp. |I'Ioc'r.icnn'r. | Mpoune
l ) Tenebo +7913-909-8023 sl o sl
1 MUHUCTRETOY -
AparswTpaoD, Viber £29970130
‘ 2 [merryx Cepren Bacunseains - | Tenso +7 9133983275 ‘ ‘ B | 0 | B
+ [oBaeuTe ofbexT Hx YOANHTE BT
(& town [0 reomeame ]

[o6aBbTe npubopbl B 06bekT (nogpobHee panee) v, Npu HeOOGXOAMMOCTW, CO3fanTe ChMCOK
PacCbIIKN OMOBELLEHUIN O COBLITUAX NO 3TOMY OOBHEKTY.

2.3.1. [epcoHan o6beKkTa U pacchisika N3BeLeHumn

Tabnuua «OnoseLLeHne 0 CobbITUSX» NO3BOMSET OPraHM30BaTb PaCChIfiKy U3BELLEHUN
coTpygHukam obbekTa nocpeactsom SMS mnu otnpaeku coobLLeHnin B MecceHaxepsbl (Skype,
Telegram, Viber). lna no6aBneHnsi B CMCOK pacCbifiku HOBOrO COTPyAHUKa BBeAUTE ero hammnuio,
UMS 1 OTYECTBO, @ TakKe ero KOHTakTHble AaHHble. Ecnn coTpyaHuk paHee yxe 6bin gobasneH, ero
HY>XHO BblOpaTb B BbinagatoLem cnucke. [lanee oTMeTbTe ranoykamMmm Tunbl N3BELLEHMI U CNOCob
OTMpaBKu.

OmoeeweHue o coDbITHAx

| Me ‘ Momyyarents ‘ KoHTakTh | Tpescru ‘ Heucnp. ‘ MocT/cHAT. ‘ Mpoune
[_ B Teneo +7 913-909-8023 O (] O Ol =
1 H Pow
(Gousamesnace ] Viber 829970130 O O
[ ] Teneo +7 913-909-8757 [l ] ] E
2 Bacunsee Ceprei MEaHoBM: -
B Telegram 763570082

[+ HoBaenTe l [.H. ¥ OAMHTE

B




2.3.2.

MNMe4yaTb KapTOUYKN OOBLEKTa

Utobbl pacneyataTb OTYET O TeKywen KOHdurypaumm oObekTa, HaXMWUTE KHOIMKY
[— e «KapTtouka obbekta» B HWXHEW 4vactu dopmbl. Ha
roe ©80ud mx wncwet | QKpa@H  By[e  BblBEOEHO OKHO npeaBapuTeNbHOro
I, npocmoTpa oTyeTa. HaxmuTe KHOIMKY C
n3obpaxeHnem npuHTEpa.
HOpuauueckoe nuwo:
Agpec:
Onucarme:
MpuGope!
Ne  Tun D Sim1 Sim2
1 Tpanmr-C-12 (00019CFA
Noanucymkn
Mognucunk

Tenedon

i
|| Pacnucanme

[lexb Hegenu Nlesictene

Meanos Hean Maanoand +7 913-9091111
Merpoe MeTp Metpoany +7 901-256-6555
Cvgopoe Cugop Cugopoany  +7 905-665-455

Havano Kowey [ononuurentho

Skype Telegram  Email

2.3.3. Appec n reorpacduyeckne KoopanHaTbl 00 beKTa

MecTononoxeHne obbekTa OXpaHbl MOXHO 3aaaThb ABYyMA cnocobamu:
.

BeecTu agpec v Toraa reorpadmyeckmne koopanHaTbl 06bekTa 6yayT onpeneneHsi
aBTOMaTUYECKU.

YkasaTb Ha kapTe. Agpec Takke OygeT onpeneneH aBToMaTuyeckul.

G“, APM agmunuctparopa Topusont'.  ATOMI\HORIZON Horizon ‘ ‘ﬂ‘
Qaitn  Hacrpoikm  3apawm  Mepconan  Kamepw  Paccowika  Xypran  Cnpaska
(]
Bce o6beKThl ’ Obnext
o Bl g
M Haumenoeatne Anpec 4 Kapra l = ]
a1y By Seui | =+ CHATH C OBCNYKUBSHUR
1 Pectopat "Mewrs-Na_. HosocuSupeH I’,’Ci‘paj? g : he Ofvext  Ampec Dor| B
2 AgTomMoiika "HecTota”  Konxmgckan 3 | & g . S % a - 1 Pecto... Hoso...
3 Marasus "Prgom”™ MNapxoMeHko I - g n Mn B
4 CepeucHeld ueHTp *B...  Muuypusa 17 ] . g TR E
18 M 7 B
[:] Mnowaps NednHa =~
S '13 1! Iv YKasaTE KOOPAUHATE! naxap're]
27 =
i —
18 < ”
Y PR =
Bap ¥ % B.W. Nenwk
(wﬁjHeproceTbnpnex‘rﬂ ﬂeHmHa % TI— “ P Pe,qarmpoaa'rb]
e (]
3 Meuxy-/aso . Mnowans
[EHTDANLHAA BOCTOUHaES KyXHA 3 Mg =P (D ]
M
M
251 Mnowage Nexvka
™o
Kafela
i R Kpaesejuecknit mysei |
W 2 23
El I Hewcnp. MocT/cHAT. Mpoune
; 3
E!:5 » ] ] b
- . 3
pBATOPHA =
W. Cnikikia i 1) = a = ) [ D ‘ D ‘ |:|
Heeps: Mepeomalickull o
\
+ [ofaeuTs ofberT HX YanuTe ofberT
-] fpr—




2.3.4. PacnucaHue obbekKkTa

Hanbonee HagexHbiM cnocobom ybepedb 06bEeKT OT HECAHKLMOHUPOBAHHOIO CHATUSI C OXpaHbl
ABNSAETCSA BBOA pacnuMcaHusi NOCTAHOBOK/CHATMA. B cnyvae nocTynneHus Ha nNynbT M3BELLEHUSA O
MOCTAHOBKE WM CHATMM 30Hbl C OXpaHbl BHE paspelleHHbIX WHTEepBanoB cucTema BblgacT
COOTBETCTBYIOLLEE npeaynpexaeHne un nepeeBedeTr OOBLEKT B pPeXUM TpeBOrn. Takke MOXHO
obecneunTb KOHTPOSMb HACTyNMeHna cobbiTusA: ecnn B 3adaHHbIN MHTEPBaN BPEeMEHW NOCTaHOBKa UIK
CHATUE He ObilNn Npou3BeAeHbl — CMCTEMAa BblAacT npegynpexaeHne (0OObEKT B PEXMM TPEBOrM He
nepesoanTcs).

Pacnwcanve obbexta 'l Pectopan "Mevkw-lasoqukn™ @

MonegensHuK
| lMocTaHoBKE Ha ovpaHy 18:00 - 18:30 | KoHTpone HACTYMNEHWA CcobbITWA

| CHATWE C oXpaHkl 02:00 - 08:30 | KoHTpone HACTYMNEHWA cobbiTWA

BTopHUK
MocTaHoeKa Ha oxpaHy =

CHATHE C cpaEHbl -

Cpepa
MocTaHoeKa Ha oxpaHy -

CHATHE C cpaEHbl -

YeTeepr

MNocTaHoEka Ha oxpaHy -

CHATHE C opaEHI -
MarHAua
MNocTaHOBKE Ha XpaHY -

CHATWE C oxpaHel -
Cybbora
MocTaHoEKEa Ha cxpaHy -

CHATWE C oxpaHbl -

BockpeceHbe

MocTaHOEKE Ha oxpaHy -

CHATWE C ovpaHel -

KonWpoBaTe pACMMCEHWE K3 ... - JaKpeITs




2.4. ObBbeKToBble NpUbOpPLI
2.4.1. Mpubopsbl cepum NpaHut-C

A. lo6aBneHne npnbopa HenocpeacTBEHHO Ha o6bekTe (Yepe3 Wi-Fi).

1. 3anuwmnte napameTpbl CBA3M B npubop uyepes
fpanar-¢ npunoxexue «Mpannt Wi-Fi Android». lna atoro otkpounte
EEEE Tei | xpbiwky npuBopa, HaxmuTe kHonky «CTon» 1 yaepxuBaiiTe,
=i :gmé noka uHaukatop «CBsi3b» He Ha4YHeT MopraTb KemTbiM
—l=l=l uBeToMm. 3anycTute NpunoxeHue, OTKPONTE NOSBMBLUUACA B

cnucke npubop, BBegute nmsa 1 napone Wi-Fi cetn obbekra,

T T a Tarke IP/DNS nynbTa n Homep obbekTa, B KOTOpbIN OyaeT

” ) aobaeneH npubop. Haxxmute kHonKy « CoxpaHuUTby.

) ) 2. Mpubop ycTaHOBUT CBA3b C CEpBepoM W nepegact

l €My CBOI TEKYLLYH KOH(Urypaumio (30Hbl, JaTUMKN, KIOYM
nnp.).

3. OTpepaktnpynte  KOHurypaumio  npubopa Ha

cepsepe c NOMOLLbIO WEB-npunoxenus «APM
agMmuHucTpaTtopa». [na artoro 3anyctute ©Opaysep u
BBeante B agpecHon cTpoke IP/DNS nynbta 1 nopt
(Hanpumep, vpn.arsenalnpo.ru:5000). Bonante B nUYHBIN
KabuHeT agMUHUCTpaTopa, OTKPOWTE CTpaHuuy obbekTa u
HaCTpONTE KOHurypaumio npubopa (30Hbl, KI4KM 1 Np.).

“epeep 4, Mo 3aBepLueHun, HaXxMuTe KHOIKY
«3anporpammupoBaTb» Ha cTpaHuue npubopa. KoHdurypaumsa OygeT 3anucaHa B npubop no
YCTaHOBIIEHHOMY paHee KaHany CBSA3W.

Bb. [o6aBneHue npudopa Ha cepBepe (Yepe3 USB) c nocneayrowmm MOHTaXXOM Ha O0beKTe.

1. 3anyctute Windows-npunoxeHue «APM

APM agmMMHWCTpaTopa agMUHUCTPATopa» N NOAKMHYNTECH K ©a3e gaHHbIX cepsepa

(nogkntodyeHne MoxeT ObiTb Kak B fIOKaNbHOW CeTW, Tak U
| I yAaneHHbIM).

{' 2. MoacoeanHuTe npubop Kk komnbloTepy USB-kabenem.

- Mporpamma  oOBHapyxuT npubop, cuynTaeT  TEKyLLYHo

KOHUrypaumo 1 npeanoxut gobasnTtb ero B 6a3y AaHHbIX.

I B oTtkpbiBwenca d¢opme npubopa OTpeaakTupymte ero

2 KOHUrypauuo, yKaxxute napameTpbl CBA3U C CEpBEPOM U

T HaxmuTe KHonky «CoxpaHuTb». KoHdwurypauus Oyaet

3anucaHa B npmbop yepes USB 1 coxpaHeHa B 6a3e gaHHbIX.

3 3. Mocne MoHTaka Ha obbekTe, nNpubop BbIMAET Ha

c I CBA3b C NYNIbTOM U HAYHET nepenaBaTb U3BELLEHUA.

T_
IR LI, pj-Fi PR
moom /i 4. Ecnn napametpbl Wi-Fi cetn obbekta He 6Gbinu
=N =1 |
== |
[ =1=1_J

)

1] —=

fpany

» SIM1 yKkasaHbl MNpu KOHMUrypupoBaHuUM npubopa, 3TO MOXHO
* sIM2 coenatb nosgHee ¢ nomowbio npunoxeHus «pannt Wi-Fi
Android». [Ina aToro oTKponTe KpbIWKY npubopa, HaxmuTe
: kHonky «CTton» v yaepxusante, noka nHamkatop «Cessb»
- 4 memnans He HayHeT Mopratb >XentbiM uBeTOoM. 3anyctute
NpUnoXeHne, OTKPOWTE MNOSABMBLUMICA B cnucke npubop,
BBeauTe uma 1 naponb cetn Wi-Fi obbekrta (mapametpsbl
CBA3NW C NyNbTOM YyXe 3anucaHol B npubop). Haxmure

KHONKy «CoxpaHuTb».

[Ona pobGasneHus B obbekT HoBOro npubopa cepum pannT-C nogkntoumte ero USB-kabenem k
komnbtoTepy. MNMporpamma npockaHupyeT USB-nopTbl koMmnbtoTepa n, ecnu npnbop 6yaet obHapyxeH,



cyYnTaeT ero KoHduUrypauuio 1 BeiBe4eT Ha 3KpaH popMy C HAaCTpPOMKaMu, Kak Ha pucyHke Hmke. Ecnu
npubop HKU pasy He nNporpaMMmupoBancs, To npudop dyaeT MMeTb 3aBOACKME HACTPOWMKM.
Ha dbopme HacTpoek npnbopa MOXHO BblAENUTb NATL OIOKOB MHPOPMaLMK AN peaakTUPOBaHUS:
¢ HaumeHoBaHue npubopa n NpUHaaNeXHOCTb 06bEKTY OXPaHbl
Tabnwuua 30H
Tabnuua knoyen
HacTtpolikn cBsisn
O0Lwimne HacTporku npudopa.
Cnncok hrkcrupyemMbixX HencnpaBHOCTEN

Mo 3aBeplleHUn pedakTMpoBaHUS HaxkmuTe KHomnky «CoxpaHutb». [lporpamma cHavana
nonbiTaeTcs 3anMcaTb HAcCTpPoVikn B Npubop 4yepes USB, a B crniyyae Heyaauu (Npubop He NOAKIOYEH)
— yaarneHHo, Yepes KaHanbl cBsi3n npubopa. Ecnu o6a cnocoba okaxyTcsi HeycnelHbIMK, NporpaMmma
BbIBEET Ha 3KpaH BOMPOC, CNeayeT N COXPaHUTb BBEAEHHYH KOHMUrypauuo B 6ase faHHbIX, YTOObI
3anporpamMmmupoBaTb NpUGop No3gHee.

FICERE ————————— "

I
MNpubop CBA3b
Ne npuGopa i Mcnonssoeats cete Wi-Fi - WOTRUBA q4rp56s10Sxz MNapons ceth Wi-F
CepuitHoiid Homep | DD019CFA MENONES0EATE NPOECAHOI MHTEpHET
Tun npuGopa MpasuT-C-12 lcnonesoeaTe MOBUNEHBIR HHTEpHET SIMA1
Haumenoeanue [ Wenenssoeats MoBunbHbii uHTepHeT SIM2
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Ho6asneHune npubopa yepes npunoxeHue «FpaHnut Wi-Fi Android»
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JanWck NapaMeTpoE & npybop

Macne BRofs APHMEODS M2 DekKMa Mprbop Ccpazy Ha4YHET NEpefAEATE
1. MepepenrTe NpHbop
Wi-Fi TOHKH ROCTYNA, MEZEELLEHMA Ha My NeT,
B pemMM TOYKM LocTyra Wi-Fi
P AoeTy OH AOQKAKHATCA K poyTepy ofLerTa HUKaKHY LONOAHMTEAEHEX HAC TRoek

poyTepa He TpefyeTcal
2. 3aNMWKTE NapaMeTpel CEAZH

vepez Npunoxeddes TpaHuT Wi-Fi Android’

1. MepeBeaute npubop B pexum Toukn poctyna Wi-Fi. [lns aToro oTkponTe KpbIWwKy npubopa,
HaxmuTe kHonky «Cton» (ans Bektop-C kHonka «C6poc») v yaepxusante ee, noka MHOUKaTop
«CBsi3b» Ha npubope He 3aroputcs NOCTOSIHHO XenTbiM LBeToM. Yepe3 HekoTopoe Bpemsa (~ 3
CeKyHAbl), MHOMKATOP Ha4yHeT MopraTb >XenTbiM LUBETOM C 4acToTon 3 pasa B CeKyHOy — 37O
O3Ha4vaeT, YTO KOMMyHUKaTop nNpubopa Havan paboTaTb B pexunme TOUKM AocTyna. B atom pexunmve
OH ByaeT HaxoanTbCH 5 MUHYT.

2. Beop napameTpoB 4Yepe3 npunoxeHue «FpaHut Wi-Fi Android». 3anyctute Ha cmapTdoHe mnnm
nnaHweTte npunoxexue (Bepcuss OC Android — 5 u Bbiwe). B cnncke npubopoB AOMKEH NOSBUTLCS
NCKOMbIA Npubop C ykasaHWem MocregHnx 5 CMMBONOB €ro cepumHoro Homepa. LenkHuTte no
npubopy v BBEAUTE NapameTpbl:

° Umsa cetn Wi-Fi (SSID)

. Maponb ceTtu

° IP-agpec nnn DNS-uma nynbTa (Hanpumep, 94.232.51.138 unu vpn.arsenalnpo.ru)

. Homep obbekta (HeobssaTenbHbI NapaMmeTp, ecnv npubop ewe He Obin gobasneH B B, oH

Oynet coxpaHeH B 06bekT Ne1).

Haxmute kHonky «CoxpaHuTby». [locne npumMeHeHuss HacTpoek wuHaukatop «CBs3by
nepectaHeTr MmopraTtb, npubop nogkmtountca k Wi-Fi cetm obbekta u HauyHeT nepegaBaTb
n3BelleHns Ha nyneT. Ecnn agpec nynbta paHee yxe 6bin 3anncaH B Nnpubop - BBOAUTb €ro He
HY>KHO (OCTaBUTb NYCTbIM).

KHonka WPS

CepuiHbIA HoMep

MHamkaTop "CeAse"

KHonka "CTton"

Puc.l. PacnionoxeHue arneMeHmos yripaeneHusi Ha npubope




2.4.1.1. 30HbI

UT06bl OTpegakTMpoBaTh 30HY, KIUKHUTE ABaXAbl JIEBOW KHOMKOW MbILLIM MO CTPOKE 30HbI B Tabnuue.
Ha akpaH 6yaeT BbiBeeHa hopMa HacTPOEK 30HbI, Kak Ha PUCYHKE HUXKE.
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OTpenakTnpynte 30HY M HaxXmuTe KHOMKy «CoxpaHuTby». OnucaHne napaMeTpoB MOXHO y3HaTb,
Ha)aB Ha 3HA4YOK C BOMPOCOM B CTpoke napameTtpa. [MogpobHee O HacTpomkax 30H 4uTanTe B
PYKOBOACTBE MO 3KCMiyaTauum CoOOTBETCTBYOLLEro Tuna npubopa.



2.4.1.2. Knroumn

[na poGaBneHMs HOBOro KIo4a HaXXMWUTE KHOMKY «+», Ha akpaH OyaeTt BbiBegeHa dopma, Kak Ha
pucyHke Hxe. BBegute ngeHtTudumkaTop krnoya ogHUM 13 cnocobos:

o KocHuTtecs krntodyom cuutbiBaTens MopTtan (noakniovaeTcs K koMmnbioTepy Yyepes USB)

o Bpeaute Bpy4yHyo 4ncrioBon napornb (4-7 uudpp) unum kog knodva B popmate «Touch memory»

(16 wecTHaguaTepPUYHbBIX CUMBOJIOB)

o YKaxute ngeHtudunkaTtop B crnmcke cobbiTnin « HeM3BECTHLIN KNHOYY - Takoe U3BeLleHne npmubop

OTNpaBnseT Kaxabln pas, Korga CHMThIBaTenNns KacaTCsl HEM3BECTHLIM eMy KITHOYOM.
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[anee ykaxuTe BnagenbLa Kawya: ero MOXHO BblbpaTb M3 CnMCKa COXpaHeHHbIXx B 6ase
COTpyOHuKoB, nNnbo gobaeuTtb HOBOro — Anga atoro Beegute OUNO Bnagensua, TMA U KOHTaKTHbIE
OaHHble (ECNU NNaHMPYETCA BKMIOYUTL €ro B PACChISIKY U3BELLEHUI O COBbITUAX MO 0OBEKTY). 3ameTum,
ecnu 9ToT KkNoY paHee 6bin gobasneH B gpyron npubop, TO none Bnagenbua knwoya Oyget
3a6nokupoBaHo. 1aMeHnTb AaHHble O BnagesnbLe MOXHO Ha dopme NepcoHan.

Mo HaxaTuio kHonkn «OK» B Tabnuue Kroyen nosBUTCS HOBas 3anucb. YKaXuTe KNiovy ero Tun:

o Kntou oxpaHbl. Mpnbop ycTaHaBNuBaeT 30HbI, HA3HAYEHHbIE KoYy, B 06paTHOE COCTOsHME, T.€.

€Ccnn OHM ObINM nocTaBneHbl Ha OXpaHy — CHUMET, U HaobopoT. Ecnn 30HbI GbiNn B pasHOM

COCTOSIHUK, BCE OHU ByayT NOCTaBMEHbLI HA OXPaHy.

o Koy noctaHoBKKW. Bce 30HbI, HA3HaYeHHbIe Koyy, OyayT NOCTaBreHbl Ha OXpaHy.

o Koy cHaTMA. Bece 30HbI, Ha3HayYeHHble KoYy, OyayT CHATbI C OXPaHb.

o Kntou TpeBoru. lNMpn BBOOE 3TOro Krkoya, Npubop OTNpaBuUT Ha MNyNbT TPEBOXHOE WU3BELLEHME

«BbI30B Hapsaga».

e Kniou koHTponsa Hapsga. Mpu BBOAE 3TOro Knwoya, nNpubop OTNpaBuT Ha NynbT U3BELLEHME

«KoHTponb Hapsgar.
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Ecnn 3agaHo, 4To 3TO KMHOY OXpaHbl, MOCTAHOBKU UMW CHATUS — OTMETbTE 30Hbl, Ha3Ha4YeHHble
3TOMy Kntody. 30Hbl MOryT ObiTb NtoOble M MHOXECTBa 30H, Ha3HAYeHHble pasHbIM Kr4Yam, MoryT

nepecekaTbCsl.
UmnopT knroyen

Takke BbI

MoXeTe UuMNopTnpoBaTb CMNUCOK Kniovyen u3 06asbl OaHHbIX.

Twn W poexHTHduraTop 3CHLI Brageney HavmenoeaHue
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Knioy cHATHA 3

((MMHOpTI/IpOBaTb» " B NOABUBLLUEMCA CMNCKE YKaXXUTe KoY ANnA KOnnpoBaHUA.
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2.4.1.3. HacTtpowku cBssum

Hactponkn cBssm npubopa Haxogsatcs B pasgene «CeaAsb» Ha  dopme npubopa.
HeobGsa3aTtenbHble napameTpbl MOXHO HACTPOUTb Ha OTAENbHOM (hOpME, Bbi3bIBAEMOW MO HaXaTuto
KHOMNKM «[JONONHUTENBHOY.
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3 GPRS SIM1 217.151.231.85
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Mpubop nepenaeT u3BelLeHUs 4Yepe3 WNHTEpHET K ceTu onepaTtopoB MoOOWUNbLHOM cBA3N. B
Tabnvuy A03BOHA MOXHO BHECTU A0 32 BapuMaHTOB MNOAKMIOYEHUA K cepBepy Yepe3 MHTepdenchbl
npmnbopa: Wi-Fi, Ethernet (npoBogHoe nogknioveHue), SIM1 n SIM2. Kaxgbin BapvaHT BKMYaeT
ykasaHue Ha agpec nynbta (IP-agpec unm DNS-ums) n nHtepdenc npmubopa, Yepes Kotopbii byaet
OTMpPaBIIEHO M3BELLEHNE.

Ecnn nepepate u3BelleHMe NO OCHOBHbIM KaHanam CBSA3M He yganocb, npubop Moxet
oTnpaBuTb Ha NynbT SMS B (hopmaTe Surgard (Ha nynbTe gomkeH pabotate GSM-moaem “MOpm3oHT-
PTP»). [ina atoro BBeguTe TenedOHHbIN HOMEp nynbTa.

Takke Bbl MOXeTe HacTpouTb 6e3ycrnoBHyto otnpaBky SMS B c¢opmaTe TekcTa Ha Homepa
aKcnnyaTtaHToB npubopa (coTpyaHuMkM obbekta W OXpaHHOW opraHusaumn). KsBelleHns MOXHO
OTUNbTPOBATb, B 3aBMCMMOCTU OT TOro, Kem siBnsietca nonyyarens SMS. Hanpumep, vHxeHepy
OXPaHHOW OpraHu3aumMm OTMPaBNSATCA TOMbKO HEWUCMNPaBHOCTW, a COoTpyAHWkaM obbekTa
OTNPAaBMAITCA TONBbKO NOCTAHOBKNU/CHATUSA — OJ1S1 KOHTPONS BbINOJTHEHWS ONepauun.



2.4.1.4. O6wme HacTpoMkKM npubopa

Ha Bknagke «HacTpovikuy» pacnonoxeHbl ABe Tabnuubl: B neBon Tabnuue — obuine napameTpsbl
npubopa, B npaBon Tabnuue — CAUCOK (DUKCUMPYEMbBIX Ha CepBepe HeucnpaBHOCTEN npubopa.
OnucaHve napameTpoB MOXHO y3HaTb, HaXaB Ha 3HA4YOK C BOMPOCOM B CTPOKE MapameTpa.
MogpobHee o HacTporkax Nnpubopa YnTanmTe B pyKOBOACTBE MO IKCNyaTauuun.
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o = Mp# HEKCNPEBHOCTH BEMOYETL CHPEHY Het cetn 220
< MogTESMXAEHHE SEYKOM NOCTEHOEKIWCHATHRA KIIOUOM Het/Heucnpasex AB
L7 OrpaHHqeHne EPEMEHU SBYUSHIUA CHPeHbl npu Tloxape’ [T Bekpeitue kopnyca
T PaspelmTs paboTy W koHTpont YN HeMCnpaEHOCTE MMHIK M cf WETENR
@ ] KoxTpons nisan TM HeucnpaEHoCcTs NUHKM NPCECOHOTD SEYKOBOTC ONOBELLATENR
LT D DUKCAUNA HEWCNPABHOCTEH go cOpoca HeucnpasHoCTs NMHMKM NpoEcgHore Tafno Beixog
LT3 Pasmbikate pene MNLH4 npw oTcyTcTEMM 2208 MNeperpyzka no eaxogy +128
T | PaspewwTs ynpaenetwe pene MUH3 HewcnpaesocTe Nt TM
<@ OTNPEENATE TECTOBLIE WIBELEHUA NPM CHATHIX 30HAX HencnpaeHocTs nuHre YT
L7 18 WHTEPEaN TECTOBLIX COOBLLEHMI, MUH. HEWCNIPAEHOCTE KOMMYHUKATOPOE
[KOI'IHDOBETb HACTPOWKN U3 ... V] [ 0! Cuutams us npubopa ] L2 Mesam ] [ - Coxpanums ] [ U 3aKpeiTe

Cnucok ¢pukcupyembix HEUCNpaBHOCTEN

Mpubop oTnpaBnsgeT Ha nynbT MHOPMauuio 060 BCEX WMMEKLLMXCA HEUCNPaBHOCTAX, CMUCOK
KOTOpbIX NPUBEOEH Ha PUCYHKE, HO YacTb M3 HUX MOXHO CKpbITb OT onepatopa. Hanpumep, ecnn Ha
KaKoM-TO OObeKTe CMULLKOM 4YacTo «mopraeT» ceTb 220B, TO, BO3MOXHO, UMEET CMbICI OTKIOUUTb
BbIBOA Ha 3KpaH n3BeLeHnst 06 9ToM, YTOObI NMULLIHMIA pa3 He OTBIIeKaTb oneparopa.

2.4.15. CuuTbiBaHue U 3anucb KoHcUrypaumm

lMocne pegakTMpoBaHMa HacTpoek npubopa HaxmuTe KHomky «CoxpaHuTby. [lporpamma
npoaHanuManpyeT BHECEHHble W3MEHEHUsA U, ecnn HeobXoaMMO, 3anuwieT HOBYK KOH(Urypauuioo B
npubop. CHavana nporpamma npoBepuT noAknoyveHne npubopa no USB, a ecnu npubop He
MOAKIIOYEH — MONbITAETCH 3anuMcaTb KOHUIypauuio yaaneHHo, No KaHanam cessun npubopa. He Bce
n3meHeHusa TpebytoT 3anncu B npubop (Hanpumep, none «HanmeHoBaHne» npubopa), B 3TOM cny4vae
nporpaMmma CoxXpaHuT nameHeHusi B 6ase 6e3 nporpammmpoBaHusa npubopa.

Ans cunTbiBaHWst KOHdurypaumm u3 npubopa HaXMWUTE COOTBETCTBYIOLLYK KHOMKY, 3aTeM
BblGepute cnocob: yepes USB vnu yganeHHo, no kaHanam cBa3u npubopa. CumTtaB KOHUrypaumtio,
nporpaMma ee npoaHanu3upyeT W, B Cryvyae HecOBMageHus C TeKyllewn KoHdurypauven, Bbigact



npegynpexaeHue. ,El,anee Bbl MOXeTe nNnbo NMPUMEHUTb HOBYHIO KOH(*)I/IpraLl,I/I}O, nnbo ocTaBUTbL BCE Kak
eCTb.

2.4.1.6. KonupoBaHue HacTpoeKk apyroro npuoéopa

YTto6bI ycKOopnTb AobaBneHne npnbopa ¢ TMNOBOW KOHGUrypaumemn, BOCNoNb3ynTteck yHKUMNEN
KonupoBaHus HacTpoek. [1ns aToro Bbibepute B cnncke BHU3Y hopMbl Nprbop, HaCTPONKM KOTOPOro
OOIDKHbI ObITb CKOMMPOBaHLI U OHWU TYT XXe 0TobpassaTcsa Ha dopme nNpnbopa. 3amMeTnm, YTO Ko4mn
CKOMMPOBaHbI He ByayT — AN 3Toro ecTb oTAenbHaa YHKUNA «AMMIOpT KNYeny.

2.4.1.7. TleyaTb KapTO4YKU Npudopa

UTtobbl pacnevyaTtaTb HacTpowku npubopa, HaxmuTe KHOMKy «Kaptodka npubopa». Ha akpaH
OyneT BbiBeAeHa cneumanbHaa dopma, Ha KOTOPOM MOXHO OyaeT ykasaTb napameTpbl CTpaHuubl:
opueHTaums, nons u T.4.



2.5. YnpaBneHue nepcoHanoMm u paccblifika usBeLieHumn

[ns poGaBneHus, yaaneHus,

penakTUPOBaHWUS  COTPYAHWMKOB OXpaHHOWM

OXpaHAEeMbIX 0OBbEKTOB HAXMUTE KHOMKY «I'IepCOHan» B FMaBHOM MEHK OOBbEKTOB.

opraHmzaumm wu

(63 APM agmunuciparopa Topusont'.  ATOM1\HORIZON.Horizon . [=|E] = |
®aiin  Hactpoiiin  3agasm Iﬂap(nnaﬂ I Kamepsi  Pacceuka  Kypean  Crpaska
Pav=2 .
Mepconan @
f lNepcoHan
4(ne ono Tun Norwn  Tenedso Viber Telegram *.H0.* ApmuHncTpaTop
1 AnMuHicTpaTop Apmunuctpatep  admin +7913-908-8... 829970130 Tun ™ AgpavHncTpaTop
4|2  Bacunses Cepreit Mearosws  Brageneyofee.. 2 +7 913-6085. 789670082 Fera dmin Mepors
3 Meoriyx Cepre Bacunoesms  Cotpygrk ofi, +7 913-398-3.
KonTtakrhi
TenepoH +7913 5058023 Skype
Viber 829970130 E-mail
Telegram
Komangei
Ne  Busos  Onepaun MapameTpe!
1 Ko MocTaHoBKa"CHATME KD-01M1:1.2.3.45.6.7.8.8.10.11.12
2 Khonka  [NocTaHOBKa Ha oxpaHy B3#Tb Ha oxpany - 01M1:1.2.3
3 3poHok  [NoCTEHOEKE Ha oxpaHy BazaTe Ha axpary - 01M1:1,2.3.4 56,78.9.10.11.12
4 Kronka — CHAaTve c oxpadkl CHATe C oxpaHe - 01M1:1,23.45,6.78.5.10.11.12
[+ Dosesumscnow | [+ MoSssurerwormey | [+ HoBesums seonox |
OnoBelljeHue o cobhiTusax
| D6vescr | Horrarrs | Tpesorn | Henerp. | Mocr/onar | Mpoune
; Tenewon = = =
0001 PectopaH "Meuku-Ma + Viber ]| B
5 Tenewon El El |
0002 AsTomoiika "YucToTe v Viber i
x
;
I+ [oBasuTE ofbekT HX YOANMTE OGBEKT | ‘ 2 Neuars HO Pacnucatne T CoXpaHuT TS 3akpums

Ecnn pobasnsemomy coTpyaHuKy BbliOpaHa ponb «Bnageneu obbekta», ykaxuTe nOrMH u
naponb Ans BXo4a B NINYHbIN KabMHET Ha canTe OXpaHHOW OpraHmM3aLmm, a Takke CMMCOK COBCTBEHHbIX
006bekToB. Mcnonb3oBaHne NUYHOro kabuHeTa No3BoNUT Briagenbuy obbekta 4o6aBnATb U yaansTb
HOBbIX COTPYAHMKOB, CO3daBaTb MM KNO4M (KOMaHabl) Ans ynpasnexHus npubopamm Ha obbekTe,
yNpaBndATb PacChINKON N3BELLEHUI.

UToObl BKMNIOYMTL COTPYAHMKA B PAaCCbIfIKy OMOBELUEHUA O COobbITMAX Ha OObeKkTe, YyKaxuTe
KOHTaKTbl, Yepe3 KoTopble COTPYAHWKY OyayT nocTynaTb yBeAOMIieHMs: HOMep TenedoHa (SMS),
naeHtndukaTopbl MecceHpkepoB Viber, Skype mn Telegram. [Hdanee, B Tabnuue «OnoseLlieHUs»
pobaBbTe HOBYI CTPOKY, YKaXute OOBEKT W OTMeTbTe Trpynnbl COOLITUA B cuUcteme, Mpu
BO3HMKHOBEHWUWN KOTOPbIX HY>XHO YBEAOMUTb COTPyAHMKA. PasgeneHne no tunam cobbiTuin no3sonseT
rMMBKO HACTPOWUTbL pPaccbifiky B COOTBETCTBUM C PONblo COTpyAHuka. Hanpumep, TexHuky Oyayt
OTNPaBnATLCA U3BELLEHNS O HEMCNPaBHOCTM Npubopa Ha 06bekTe, onepaTUBHbLIM rpynnamM — TPEBOrHY,
PSAOBbLIM COTPyAHMKAM Ob6bekTa — M3BELLEHUS O NOCTAHOBKE/CHATMM (ONA KOHTPOMS BbINOSTHEHUS
onepaumn) 1 T.4.



2.6. IP-kamepbl U NpuBA3Ka K 06 bEeKTam

ﬂ,J'IFI D,O6aBJ'IeHVIFI, yoaneHnd, penaktnpoBaHUA, HaCTpOIZKM BMaeokamep HaXMUTe KHOIKY
«KaMepr» B rMaBHOM MeHI OOBbEKTOB.

©y APM agmuructpatopa TopusoHt. ATOMI\HORIZON.Horizon = B3 R
®aiin  Hactpoiiku  3agaum  [lepconan IKaMepb:I Pacceinka  XKyprnan  Cnpaska
Bce o6bekTh l | O6bexr
@ N
Ne o) Kamepsi Bugeonabatoperna &@ﬁ D
1 1
2 Kamepbl | MapameTpsi RTSP Mpocvorp |  rtsp://admin:admin@192.168.1.217:554/
3 Npo.. Wms Npororon  IP/DNS Mopr € o ‘admin 3
4 O n RTSP  192.168.1.208 554 ©  Napono B :
O eward HTTP  192.168.1.227 80 @ Napamerpu
O dohua RTSP 192.168.1.217 554 OBbeKTH, CBRSaHHbIE C KaMepoit a
O trassic RTSP 192.168.1.188 554 ]
© potyvision RTSP 192.168.1.213 554 ... HosocAmpex, Newnsa 1 -
Korxancras 23
i ... Mapxomesco 24
[V] 4 Cepencmity... Mimypmsa 17 E]
[+ ﬂoﬁasmb] [ X Ypanute ] | 2 Coxpanms] [ O OTmenuts l
A\
T + fobasute | | ¢ Yoaner
[+ [lo6aBuT oBBeKT H)‘ YganuTs ofexT ] 8 BuEercn “u B ) R

B cucteme moxHO AoGaBuTb HeorpaHuveHHoe Kon-Bo IP-kamep v npmBssaTb MX K obbekTam
oxpaHbl. Kamepsbl, cBsisaHHble ¢ obbekTom OyayT oTobpaxatbcs Ha ¢opme obbektoB B APM
onepartopa. |IP-kamepbl MoryT pabotaTtb No ogHoMy 13 AByx npotokosnios: HTTP n RTSP.

MpoTtokon HTTP He TpebyeT BBOAA AOMOMHUTENBHBLIN HAaCTPOeEK, kpoMe IP-agpeca kamepsbl (MopT
no ymonyanuto: 80), HO NPWU NOOKIOYEHUN HA MHOMMX Kamepax TpebyeTcss BBECTU NOMMH U Naposb —
3TO AenaeT HEBO3MOXHbIM OnepaTuBHbIA NPOCMOTP BUAEO Ha obbekTe. [M03TOMY Mbl peKOMeHAyeM
ucrnonb3oBaTb npoTtokonn RTSP - 3gecb norvH m napornb nepedaeTcss B CTPOKE MOAKIMIOYEHUS U
BOCMpOM3BEAEHME MpOoMCXoadaLero Ha obbekTe HadnHaeTcs HemeaneHHo. Takum xe obpasom B
CTPOKe MOAKMNIYEeHUs NnepeaarTcs napameTpbl BUAEONOTOKa — KaHan, YacToTa KagpoBs, UCMNOoMb3yeMbln
KOAEK 1 T.4. ATV napameTpbl, Kak 1 TOrMH/Naporib HY>KHO BBECTU Npu AobasneHnn kamepbl. Kamepsbl o1
pasHbIX NPOM3BOANTENEN NMEIT pasHbl Habop AOMONMHUTENBHBLIX NapaMeTpoB, NnogpobHee cMoTpuTe
B pyKOBOACTBE MO 3Kcnnyatauumn ycTpomucTea.



3. APM onepaTtopa cuctembl «OPU3OHT»

ABTOMaTU3NpOBaHHOEe pabouvee mecTto onepaTtopa (ganee — APM unu nporpamma) cuctembl
nepegayn uaseLleHnn «FopmnsoHT» (ganee — cuctema) npegHasHadeHo A58 MOHUTOPUHIA COCTOSIHUS
00BEKTOB CUCTEMBDI, 3anMCU peakuun AOEeXYPHOW CMeHbl Ha TPEBOXHblE COObITUSA, MNONyYeHUs
pasfiMyHon cnpaBovHOM MHOPMALUKN CUCTEMBI.

3.1. MepBbiX 3anyck NporpamMmMbl U NOAKIIOYEHUE K cUcTeMaM

C nomouwbto gpnbika nporpammMbl Ha paboyem cTone unu BblGpaB COOTBETCTBYHOLIMIA MYHKT B
mMeHto MYCK / TTPOIMPAMMBI 3anyctute nporpammy. Nocne 3anycka

Bxoa nporpamMmmMmbl  MOSIBUTCA OKHO AN pernctpauum B CUCTEME.
Astopnsaus Heobxoanmo BBECTM NMOMMH M Napofb MOMb30BaTeNns M HaxaTb
o KHOMKY «OK».
= | APM onepaTopa nmeeTt CoO6CTBEHHYO CUCTEMY NONb30BaTENEN.
- Mo ymonuyaHuio B CUCTEME 3aperncTpyMpoBaH OOWH MONb30oBaTerb C
R | npaBamMu agMuHUCTpaTtopa, ¢ normHoMm “adm” u naponem “adm’.

ByobTe BHMMaTenbHbl NpUM BBOAE fOMMHA WM napons — cuctema
YyBCTBUTENbHA K PErncTpy, BBOAMMbIX CMMBOMOB. Ecnn pernctpaums

np0|7|p,eT yCneLwHo, NoABUTCA rmaBHOE OKHO NMporpamMmmbl.

3.1.1. MNopknioyeHue K cepepy NoOpnU3oHT

Ana nogkntoyeHnst Kk cepBepy OPM3OHT HaXMUTE B rMaBHOM MEHIO nporpammbl «[lynbTbi», B
NOSIBUBLLEMCSI OKHE HaxmuTe MeHw «[lo6GaBuTb», 3aTeM BblGepuTe COOTBETCTBYHOLUMIA MYHKT WU
YKaXXnte AaHHble ANna NoaknoveHus: umsa aksemnnapa MS SQL Server, noruH n naponbs («Operatory,
«Operator»). Takke HYXHO YyKkasaTb fOrMH W Maposib nornb3oBaTens B cucteme [OpU3OHT (Mo
ymonyaHuio «admy» «admy).

o e | Mowaps:  Tpesort MoTeps cassm  HemcripasriocTi [=
2\ @ n:-e' n T € H Ofbek Anpec
; [ ] 0001 Apcenan opcruii 83
z g 13 0002 Nanecpa Wrepor 28
o 15 D N 0003 Bera Bepack, Makcuma Mopekors, &
MyneTol B
| moBasurs | nyner [Gron ‘
2 D Myn=T FopusonT |hHTrP MopT TCP  MopT HT.. Wpesmwpuratopifloms [ cobbimie H
MynsT Nasura N T | Hacrpoixa nyasta (5]
MynsT MTC Huka (GPS/Glonass) A =)
Bpems cobbimis CofibiTne Mynst Wislon (GPS/Glonass) |erMwHT ‘ .
09:44:24 20.05.2019 puBop padoTae’ 211:18821 >> 192.168.1.34:49310
09:42:00 20.05.2019 BoccTaHoBNeHwe| e Cootuenme Meay HEmsEE 201:1235 . 168.1.34:49310
09:42:00 20052019 HeucnpasHocTs 05202019 08:56:22 Homyeso 1 cofbm 201:12; 2 168.1.34:49310
09:32:23 20.05.2019  Npubop padotael| gs02019 09:08:23 Monyueno 1 coBuTHi @ Meginiouenne k cepeepy. ‘
09:20:23 20.05.2019  Mpudop padotael | 0sr20:2019 09:2023 Memyseno 1 cobbimei
09:08:22 20.05.2019 MpuGop padoTae] | 052012019 09:32.25 Honyuero 1 cobbimii MonssdBarens B cucteme lopu | Cepsep paieillsels. ey M
08:56:21 20052019 Mpuop paGotae] | 062012018 08:42:01 Monyueno 2 cobbimii Morwr: adm TMorux =2
08:44:21 20052019 Mpudop padoraeq | 05202018 08:4426 Mlomyseno 1 o e Rl Mapore, Arsenal
08:32:20 20.05.2019 Npudop paBoTae’
08:20:19 20.05.2019  Npubop padotaeT 0002 Bekrop-C 0002 “Nanecpa” Wkcpor 24 He ykaaaH [ [anee ] [ Omvena
08:08:19 20.05.2019  Mpubop paGotaeT 0002 BekTop-C 0002 "Nanecpa” Wkcpor 2a He ykazaH
07-66:118 20052019 Npubop patotaeT 0002 Bektop-C 0002 "Nanecpa” Wkcpor 2a He ykaaaH 192 168.1.211:18821 »> 192 168.1.34:49310
07:44:17 20.05.2019  Npudop paBotaeT 0002 Bektop-C 0002 "Nanecpa” Wkcpor 2a He ykazaH 192.168.1.211:18821 >> 192.168.1.34:49310
073217 20.05.201¢  Boccradoenenwe wc... 0002 Bektop-C 0002 "Nanecpa” Wkcpor 28 He ykazaH 192.168.1.211:18821 »> 192.168.1.34:49310
07:32:15 20052019 He piA 0002 BekTop-C 0002 "Nanecpa” Wkcpor 2a He ykazaH 192.168.1.211:18821 >> 192.168.1.34:49310
07:32:08 20.05.2019 Hel npu 0002 Bektop-C 0002 "Nanecpa” Wkcpor 28 He ykazaH 192 168.1.211:18821 >> 192 168.1.34:49310 L

\F| 20.05.19 - 09:45:08 | 21:44:22  Nonsaosarens: Agwmwctpatop Monnomownn: Agwwwcrparop | @ ICL @ NC2 @ 220Bock. @9 220Bpes. @ Moxap \EHT”




3.1.2. Mopknio4veHue Kk cepBepy JlaBuHa

Ona nogkntoyeHns Kk cepsepy JlaBuHa HaxXMuTe B rMaBHOM MeHI0 nporpammbl «[lynbTbl», B
NOSIBUBLLEMCSI OKHE HaxXMuTe MeH «[o6GaBuTby», 3aTem BblbepuTe COOTBETCTBYIOLUMA MYHKT W
YKaXXUTe AaHHble ANns nogkntoyvenuns: IP-agpec nynbTa, NopThl ANs nepegadn cobbiTUin U KOMaHA, a
Takke maeHTudukaTop nynbta. Ecnu nmeetcs an ¢ coxpaHeHHbIMW OAaHHBbIMU MOAKMYEHNUs, nX
MOXXHO MMMNOPTUPOBATL MO HaXKaTUIO KHOMKM «3 channar.

'} APM onepsropa 10.0.57

- -
Mapamerpet | Mynstl| - Cuena nonbsosatenn  Merenga
=7 w (o )| nomps  Tocoorn  Morepmcson  Hemcnpasorm U |
. 12 4 * n T ¢ H Ofeem Anpec
g A !
e PR [ ] 0001 Apcenan Topakuii 82
g 14 0002 Nanecpa Wrcpor 2r
o 16 YPY 0 0003 Bera Bepack, Marcima Topekore, &
v 1/ O-\
s E o— Hacrpoiika nynsta =]
= T 5 o MynbTe1 @
fobasuts | Myner | Cron [T EieTTicE L |
©) Y TIeT N Okt 7 HTTR Moy | ‘ cobbiTHe
Bpems coBbITUA CoBuiTne MpuBop Ofbext 2) MyneT Nasura ata Source=LEVC... - Aapec m i
10:20:26 20.05.2019  MpuBop paboTaer 0002 Bektop-C 0002 "Navecpa” b MyneT MTC Huka (GPSiGlonass) 192.168.134
10:08:25 20.05.2019 MpuGop paboTaer 0002 Bektop-C 0002 "MNatxecpa” MynkT Wislon (GPS/Glonass) [ ]
B =
09:56:24 20.05.2019  MpuSop padotaet 0002 Bekrop-C 0002 "Marecpa” b
09:44:24 20.05.2019  MpuGoy 60" 0002 Bel C 0002 "I " =
- puoop pacoTaet rop- N aHecpaw fara Coobiienve TMopT TCP(curHansHbii) o
09:42:00 20.05.2012 BoccraHosnedwe wc... 0001 MpanwT-C-12 0001 "Apcenan [ 2 v]
09:42:00 20052019  HenCnpasxocTs nNpu 0001 panmT-C-12 0001 “Apcenan” 19 09:42.01 Tomy4co 2 CoDbTi
. . 05/20/2018 08:44:26 MomyueHo 1 coBaTA.
09:32:23 20052019 NpuBop paboTaer 0002 Bektop-C 0002 "MNanecpa’ 19 08:66:26 n I MopT HT TP(koMaHAK!, KADTOUKK)
09°20:75 20062019  Mpuop paBotaer 0002 BekTop-C 0002 "TMavecpa 08/20/2019 085705 OumBea nomyer ronsel roarw cobme]| #9982 |
09:08:22 20.05.2019  Npubop paBotaer 0002 BekTop-C 0002 "Nanecpa” 05/20/2019 10:08:27 Momyyeto 1 coBuimii. I VgesTicikaTop
08:56:21 20.05.2019 MpuGop paboTaer 0002 Bektop-C 0002 "MNanecpa” 05/20/2019 10:20:28 Monyuewo 1 coBsITHiA. |1 ‘ [
08:44:21 20.05.2019 NpuGop paboTaer 0002 Bektop-C 0002 "MNanecpa” 32
083220 200652019 puBop pabotaer 0002 Bektop-C 0002 “Manecpa™ | VIKGPOT 27 T8 yrasan (sgmive | [ ox_] [_omesm | =
08:20:19 20052019 NpuBop paboTaer 0002 BekTop-C 0002 "Nawxecpa” Wkcpor 2 He ykazau 49310
08:08:19 20.05.2019  NpuBop paboTaer 0002 BekTop-C 0002 "Nanecpa” Wkcpor 24 He ykasan 192, 1 >>192.168.1.34:49310
07:56:18 20.05.2019  MNpuBop padeTaer 0002 Bektop-C 0002 "Naxecpa” Wkcpor 2a He ykaaaH 192.1 118821 »> 192.168.1.24:49310
07:44:17 20.05.2019  MNpubop paGotaer 0002 Bektop-C 0002 “TaHecpa” Wkcpor 29 He ykazaH 192.168.1.211:18821 >> 192.168.1.34:49310 i
20.05.19 - 10:29:34 | 22:28:48 | n n c squvcrperop. @NCL @02 @ 20Bocn. @ 208 pes. @ Moxap

3.1.3. Mopknio4veHue Kk cepBepy Wialon

Ons nogkntodeHnss K cepsepy Wialon HaxXmuTe B rnaBHOM MeHK nporpammbl «[ynbTbi», B
NMOSIBUBLLEMCSI OKHE HaxmuTe MeH «[JobGaBuTb», 3aTemM BblOepuTe COOTBETCTBYIOLMIA MNYHKT W
yKaxnte gaHHble ansg nogkrtodeHnsa: URL nynsTa n NoruH.

@ APM oneparopa 1.0.0.57

- -
I NapameTpol I MyneThl I Cmexa nonesceatens  Nerenga
Al . 34 173 | MNokaps Tpesoru MoTepa cERsW =
- n T € H Obbe Anpec
ol 2 40 fApuel
M : [ ] 0001 Apcesan Topekuit 8a
12 "
MynbT \E‘ g2 Wkepor 29
Bepnck, Makcuma Mo
OeBasute | Mynet | CTon
MyneT FopusonT HTTP Mopt TGP Mopt HT...  Waoextwdukatoporud  Mocnemnee cofibimue
l Wialon ‘ \E‘
MyneT MTC Huka (GPS/Glonass)
2 ’ | MyneT Wialen (GPS/Glenass) | Cepeep Wialon (GPS)
s
hitps://hst-api wialon. comiwi
P Contammme R [ptpe:mot-ap won comivd R
05/20/2019 09:57:05 Ownbka NOMyUEHUR HIGKHEN rpaHuLsl coBbi Torux I:I
- 05/20/2019 10:08:27 Momyueto 1 cobbimuii.
05/20/2019 10:20:28 Momyueno 1 cobbTui |
B 05/20/2019 10:32:28 Momyueko 1 cobemuit [ == ] [ — ] [ ]
05/20/2019 10:44:29 Momyueto 1 cobbmuii
— ] in = -
Bpems codbmuA Gl 05202018 10:56:29 Momyueno 1 cobii N [|[grapu Ka”aﬂl—l
10:56:28 20.05.2019 | 3 } - 192.1€
10:44:27  20.05.2019 192.1€
10:32:26 20.05.2019  Mpubop pabotaeT 0002 Bektop-C 0002 "Nanecpa" Wkcpor 28 He ykazaH 192.1€
10:20:26 20.05.2019  Mpwdop pabotaeT 0002 Bektop-C 0002 "Nanecpa” Wkcpor 2a He ykaaaH 192.1€
10:08:25 20.05.2019  MpwGop paboTaet 0002 Bektop-C 0002 "Nanecpa” Wrcpor 28 He yraaaH 192.1€
:,i,..,,.. AnAr mman e e nAnn amnem aeeon N | son s
20.05.19 - 10:59:49 22:59:02 |Nonbsosatens: Agmubuctpatop MonHomouws: Agmuswctpatop | 9 1C1 @ N2 @ 220B och. @ 2208 pes. ¥ Moxap




3.1.4. NMopknio4veHue Kk cepBepy MTC Huka

Ons nogkntodeHns k cepsepy MTC Huka HakmuTe B rnmaBHOM MEHIO nporpaMmmbl «[lynbTei», B
NOSIBMBLLUEMCSI OKHE HaXMmuTe MeHl «[lo6aBuTb», 3aTeM BbIOEpUTE COOTBETCTBYHOLUMIA MYHKT WU
yKaXuTe AaHHble ans nogkntovenns: URL nynbTa, NOrvH 1 napone.

) APM onepatopa 10057 . L 7

I NapameTpsl MynbTh Cmexa nonssceatens  MNeredpa
—pA yN [
. . = 1z | Moaps Tpesord MoTepa ceAsd
H
@2\ 4@ ﬂ-‘ Sh y n T € H Ofsem Aapec
el
- & [ ] 0001 Apcetan Topckuit 8a
S [KCpor 28
=
MyaeTe - LX) EpOCK, Makcuma FD[“
OoBaswte | MyneT | Cron
MyneT FopusoHT JHTTP Mopt TCP  MopTHT..  WpewrwtukatopMorss  Mocnegses coBeimue
MyneT Naswa ata Source=LEVC.. — = EHO | COBEITHIA:
2% Nymer MTC Hura (GPS/Gionass MTC 3 =
4 ynbT Kz (! )
MyneT Wialon (GPSIGlonass) Cepeep MTC (GPS)
para Coobueme Appec hitp:/rananw nika-glonass.ru -
- 05/20/2019 09:57:05 Owmbka NoMy“EHHA HIBKHER MPaHULBI < Normn I:I
05202019 10:08:27 MomyueHo 1 coBbITmil.
‘ O :
05/20/2019 10:20:23 Nonyuero 1 coBbimuil.
B 05/20/2018 10:32:28 Momyueso 1 cobsmuii [ N | =]
e = OK OTtmena
05/20/2019 10:44:29 MNonyueto 1 cobbiTuit.
BpemA coBemua Cobbmue _ I — Kanan =
05/20/2019 10:66:29 Monyuexo 1 cobbiTuil. [} A
10:56:28 20.05.2019  Mpudop pad) 3 - 192.1¢
10:44:27 20.05.2019  MpuSop paterecmeeeeeesssecmepem e ™ = | 2 192.1¢
10:32:26 20.05.2019  MpwGop pabotaer 0002 Bektop-C 0002 "Nanecpa” Wkcpor 2a He ykazaH 192.1¢
10:20:26 20.05.2019  MpuGop patotaeT 0002 BexkTop-C 0002 "NaHecpa” WKcpor 24 He ykazau 192.1¢
10:08:25 20.05.2019 MpuGop padoTaeT 0002 Bektop-C 0002 "NaHecpa” Wkcpor 2a He ykazaH 192.1¢
;ml."..n. AR AF AAAA e e Annn e B [P, i | an
20.05.19 - 11:07:39 23:06:53 N : AqwwscToaop T : Apwvcpercp | @NCL @2 @ 20Bock. @208 pes. @ Moxap




3.2. TMonb3oBaTtenbLCKun nHTepdenc

YCNoBHO Ha rnaBHOM popme nporpaMmbl MOXHO BblgenuTb LWecTb obnacten: «MeHioy,
«MHemocxemay, «Kapta», «Cnucok o6bekToB», «XKypHan cobbiTuin», «laHenb ctatycay.

OOBbeKT B TpeBore MHemocxema KapTta Cnncok oobekToB

MyneTh Cmena b30EATENR  erexpa
2 5 6 7 8 9 D
Mpnbop 1 2 3 4 5 6 7 8 3 HoBod@6upck Lo ‘ =yl ERIooy
nm T € H Obbex
@® b Maapesga Bepésoexa o 0001 Apcenan
EFET-Hosofiyrosoe 0002 Naxecpa
0003 Bera
) Bapsiweso
o KonbLoBo
& Mapra
2 u
( Mounbop B HODME
pnbop C HeucnpasBHOCTbO |
[ Whoces
(ﬁ ] Befck
MoTeps cBs13M € NPMGOPOM MusypUHCkuR bepas
=]
B \

Bpema O\""‘A KomnoHeHT Mpuop Ofwekt Agpec ofvekta  MepcoHan KommenTa... Kawan (o
12:07:00 O6-beKT B HODMe 30HEI Ne5 0001 MpaHuT-C-12 0001 "Apcenan”  Topckwid 8a He ykazaH 192.168.1.201:1235 >> 192.168.1.34:49310
12:06:54 20HBI Ne5 0001 MpanuT-C-12 0001 "Apcenan”  lopckwid 8a He ykaaaH 192.168.1.201:1236 »> 192.168.1.34:49310
12:06:01 17.056.2019 Maxap BoHa M24 0001 IpanuT-C-12 0001 "Apcenan” Fopckuid 8a He ykasaH 192.168.1.201:1235 >> 192.168.1.34:49310 =
12:05:49 17.05.2019 MpuGop patotaer 0002 BexTop-C 0002 "Nanecpa” Wkcpor 28 He ykasaH 192.168.1.211:18821 >> 192.168.1.34:49310
12:01:26 17.05.2019 B3AT Ha oxpaHy BoHbl N211 0001 MpaxuT-C-12 0001 "Apcenan”  Topckwii 8a He ykazaH 192.168.1.201:1235 >> 192.168.1.34:49310
12:01:24 17.05.2019  B3AT Ha OxpaHy 30HbI N2g, 10 0001 MpaHuT-C-12 0001 "Apcenan”  Topckwid 8a He ykasaH 192.168.1.201:1236 >> 192.168.1.34:49310
12:01:22 17.05.2019 BOHEI Neg 0001 MpanuT-C-12 0001 "Apcenan” Fopckiid 8a He ykasaH 192.168.1.201:1235 >> 192.168.1.34:49310
12:01:21 17.05.2019 B3AT Ha oxpaHy 30HEI NeT 0001 IpannT-C-12 0001 Apcenan” Fopckuii 8a He ykasaH 192.168.1.201:1235 >> 192.168.1.34:49310
12:000:29 17.05.2019 Boccravosnedve ucnpaskocth. . Wi-Fi 0002 BekTop-C 0002 " " Wkcpor 28 He ykasaH 192 168.1.211:18821 >> 192 168.1.34:49310
12:00:14 17.06.2019  Komaupaa: 3anpoc OaHHbLX KOH. 0002 BexTop-C 0002 "Nanec| Wkcpor 2a He ykasaH UTeHue Ko
11:56:05 17.05.2019 BoCCTaHOBNEHWE UCNPABHOCTH...  KOpNyc oTKpLIT 0001 MpanuT-C-12 0001 "Apcenan” He ykasaH 192.168.1.201:1235 >> 192.168.1.34:49310
11:53:48 17.05.2019 MpuGop patotaet 0002 BexTop-C 0001 "Apcenan” He ykasaH 192.168.1.211:18821 >> 192.168.1.34:49310

4%/ 17.05.19 - 12:10:29 | 00:09:43 agrens: P I - Agwencrperop | @ ICL @ NC2 nﬁv\\d\ms pes. @ Noxap
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[NaHenb cTaTyca YKypHan cobbiTuin




3.2.1. MHemocxema

C nomowbto «MHeEMOcxeMbl» onepaTop MMeeT BO3MOXHOCTb HarfsigHO MONy4nTb MHpopMaLmio

Apcexan npnp
Moxapl. OTKN.NOX.30Ha; Ha oxpave Topckuit 8a
Hopma
3ot Te  comcrom
@ 1 Oxpanrian ¥ 2 Oxparrian ¥ 3 Oxpanman & 4 Nowapan
& 5 Noxaprian & 6 Noxaprian ¥ 7 Oxpanman ¥ 8 Oxpanman
¥ 9 Oxpanrian W 10 Oxpasinan W 11 Oxpatinan ()12 He ucnonssyeTch
Cobumus pynmpoaTe
Bpems CofibiTre KomnarienT Nputop Cotpyark Karian fHoom... *
12:23:08 17.0520.. Boccranosnetmed.. WiFi 0001 Tpani-...  He yrasan 192.168.1.20.
122308 17.0620.. Hewcrpasrocts np... WiFi 0001 Tpani-...  He yrasan 192.168.1.20.
12:07:00 17.05.20, Sotiat Neb. 0001 Tpani-...  He yrasan 192.168.1.20.
12:06:54 17.05.20... Bsar va oxpary Sotsl Ne5 0001 Tpanw-...  He yrasan 192.168.1.20.
120601 17.0620... Moxap Sora Ned 0001 Ipasr-.  He ykasan 192.168.1.20.
1201:26 17.0520... B3T Ha OXpaHy Soksl Ne11 0001 IpaHHT-..  He ykasaH 192.168.1.20. 8
HewcnpashocTa
Vs npubopa Tamnep Cense 220v 25 Mpouite
1 Mparur-C12
R—— n | o | )

o e s O COCTOSIHWM OB BEKTOB, NPUGOPOB 1 30H - OHK

npeacTaBneHbl B BUae LBETHOro
rpadomMyeckoro 3Hadka. LiseT 3Hayka nosicHaeT
B KakOM COCTOSIHUM HaxoOUTCA KOMMOHEHT
CUCTEMbI — CM. MeHI0 «JlerenHaay.

[BOMHBIM KIMMKOM MO 3Ha4yKy oObekTa
Bbl3blBaeTCS MHdOpMaLMOHHas dopma
obbekTa (nanee — okHO 06beKTa), ABONHbLIM
KMMKOM MO 3Hauyky npubopa BbI3biBAETCS
MHopmMaumoHHas oopma npubopa (nanee —
OKHO npubopa) 1, COOTBETCTBEHHO, ABONHBIM
KMMKOM MO 3HA4Ky 30Hbl BbI3blBAETCSH OKHO
30HbI. [JaHHble OKHa cogepXaT MHdopMaLmo
0 cocTosHuM obbekTa (npubopa, 30HbI),
npousoLwealnx cobbltnsax n 1.4. Hanpumep,
OKHO obbekTa:

Ecnu B APM A,D,MI/IHI/ICTpaTOpa, obbekTam 3aaaTb KOOpAMUHATbl X pacnosioXkeHnA Ha MeCTHOCTHU,

32

@) / -
> 12

hep- Apuel

58 =
77 2 &5 PaiioH
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3 2]
7341k . “yn. pnroxepa =
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nn AbuascKkoro

3.2.3. Cnucok o6beKkToB

To B APM onepatopa o00bektbl 0yayT
oToOpaxaTbCA 3Ha4YKaMy Ha KapTe (Kpyr unu
NPSIMOYTOSIbHUK).

Ha kapTe oToGpaxarTca Bce 0ObeKThbl
BCeX NynbTOB. [IBOMHbLIM KIMKOM MO 3HA4Ky
ob6bekta  Bbi3blBaeTCs OKHO obbekTa. B
BEPXHEN NIEBOW YaCTM KapTbl UMEIOTCS 3HAYKM
ans macwrabupoBaHus kapTbl. [ng paboTbl ¢
KapTon TpebyeTcs nogkntoveHue K HTepHeT.

[BOWMHBIM KIMKOM MO 3Ha4yky ob6bekTa
Bbl3bIBAETCA OKHO OObekTa.

B obnactn «Cnmcok o6bekToB» MNpeacTaBfieH CIUCOK OOBLEKTOB CUCTEMbI C OTOOpaXkeHuem

| Moxaph Tpesom MoTepa CERASM l/" J
M T C H OfberT Anp
[ ] 0001 1

BbizBaTh / CkpbITb NaHeNb

LBETHLIMUN KPY>KKaMWN TPEBOXHbIX COObITMI Ha
obvektax: 1 — noxap, T — TpeBora, C —

notepa cBaAsnm ¢ npubopom, H —
HEencnpaBHOCTMU. Liset Kpy>KKa
OOMNONHUTENBHO noacHaeT B Kakom
COCTOSIHAN HaxoauTcsi oObekT — cM. n.6.6
MEHI0 «Jlerenga». Mporpamma

aBToMatmyeckn pobaeBnder wnu  ygansieT
aneMeHTbl cnucka. B BepxHen Yactu nveetcs
naHenb  MHCTPYMEHTOB  ANs  3agaHug
dunbTpa cobbiTnin (NaHenb BbI3bIBAETCA U
CKpbiBaeTcd 3Ha4Ykamu v 7] A,
pacnonoXeHHbIMY BBEpPXY cnpasa). [ABONHbIM
KIMMKOM MO CTpoke 00bekTa BbI3bIBAETCS OKHO

obbekTa 1 Ha KapTe Nnoka3biBaeTCcAa ero MecTornosfoXeHune.



3.2.4. XXypHan cobbiTumn

B «>KypHane cobbitun» otobpaxatTcs cobbiTusi, KOTopble NPOUCX0aaT Ha obbekTax. Ecnu Ha
00BbEeKTE NPOUCXOANT TPEBOXHOE CODBbITME, TO NpOorpaMma AONOSIHUTENBHO OTKPOET OKHO OObeKkTa unu
npubopa (HAaCTPOMKM MO YMONYaHWuio). [IBOMHBLIM KIMKOM MO CTpPOKe IoOoro cobbiTus Bbl3biBaeTCs
OKHO 00beKTa, B KOTOPOM MPOM30LLIIO 3TO COOLITUE.

EI g =r |

Bpema oTodpameHuA Bpema cofbimua Cofbimue KomnoHeHT  MNpudop //’// Anpec ¢
2019.04.11 09:49:25 597 09:49:25 11.04.2019 Ciopoc TpeBorm 30HEI "
2019.04.11 09:49:04 793 09:49:04 11.04.2019 Momap2 3oHa Beigsath / CkpbiTh naHens "
20190411 09:11:18.203 09:11:18 11.04 2019  B3AT Ha oxXpaHy 3OHEI N1 0002 MpaHuT-C-3 0001 ™"
20190411 091114070 0921114 11.04 2019 30oHBI N2 0002 MpaHwT-C-3 0001 ™1™
2019.04.11 09:10:57.810 09:10:57 11.04.2019 Cipoc Tpesoru J0HBI N2 0001 MpaHwT-C-3 0001 ™1™
2019.04.11 09:10:35.250 09:10:35 11.04.2019  lMyck ycTpoAcTea 0001 MpaHuT-C-3 0001 1"

B BepxHerl yacTun XypHana WMeeTca nNaHenb C HasBaHusiMM CTONOLOB, CcoAaepXalnx
NMHopMaumio 0 cobbiTUAX (MaHenb Bbi3bIBAaETCA U CKpblBaeTcst 3Ha4Ykamn V¥ 1 A, pacnosioKeHHbIMU
BBEpPXY CrpaBa):

° Bpemsi otobpaxeHusi. Bpems nonyyeHust codbitusa nporpammont APM onepatopa ot cepsepa.
. Bpems cobbiTusa. Bpems cobbiTvs, nonyvyeHHoe cepBepoM OT npubopa.
. CobbiTne. Tun cobbiTus.

. KomnoHeHT. KoMnoHeHT npubopa, CBA3aHHbIi C COObITMEM: 30HA, pene, KOHTponmpyemasi
coeanHuTenbHas nuHus, Ab, cetb 220 B, koMMyHMKaTOp 1 T.N.

. Mpn6op. Homep n TMn Nnpmbopa, B KOTOPOM NPOM3OLLINIO COBbITHE.

. O6bekT. Homep 1 HasBaHMe 06bEKTa K KOTOPOMY MPUKPENNEH npubop.

° Anpec obbekTa.

° MepcoHnan. Bnageneu knto4a, ¢ KOTOPLIM CBSI3aHO CobbITHE.

° KommeHTapun. JJononHutenbHas nHopmaumsi no codbiTuio.

. Kanan. KaHan nepegayn cobbiTus.

. Cepsep. lNynbT, € KOTOPOro nony4eHo cobbiTne nporpammon APM onepaTtopa.

Hactponka «XypHana cobbiTui» Npou3BOAUTCH B MeH «HacTtpowkuy». Ecnm y komnbioTepa
nMeeTCH 3BYKOBOCMPOM3BOAsLLEE YCTPONCTBO, TO ANA COOTBETCTBYHOLLEINO TPEBOXHOIO cOObITMA ByaeT
BOCMPOM3BOANTBLCA LUKIMYECKOEe rofiocoBoe cooblleHne A0 TOro MOMEHTa noka onepaTop He
OTKIIOYMT 3BYK (CM. N.5) unu He oTpearnpyeT Ha cobbiTMe B OTKPbIBLUEMCS OKHe 06bekTa nnm npmubopa
(kHonka «[lMoaTeBepxaenHue»). B crnyyae, ecnu cobbiTue He TPEBOXHOE, TO roOflI0COBOE COOOLeHne
OyoeT OAHOKpaTHbIM (HAaCTPOMKM MO yMOn4YaHuto). Pexxum 03ByunBaHus COBLITUN MOXHO U3MEHUTb B

MEHI0 «HacTpourkm».

3.2.5.MNaHenb cTatyca

Ha naHenu OT06pa)Kal0TCFI TeKywine garta n spemMsa, BpeMa AeXypCTBa, UMA Nosnb3oBaTesid U ero
NOosTHOMO4UA.

‘[E] 17.05.19 - 14:49:16 02:48:30 Monssosarens: Agwwctparop Monwomouwss: Apwecrparop | |5og| Ijl‘

e .
|§| KHOMKa [nsi OTKIMIOYEHUS LIMKITMYECKN NMOBTOPSIIOLLMXCS FONOCOBbLIX COOBLLEHNI O COBLITUSIX.

e
L]
|2| KHonka Bbi3oBa okHa « COCTOSIHME KOHLEHTPaTOPOBY.

2
|_| KHonka «CnpaBka» (Bbl30B (paiina cripaBkm).



3.2.6. MeHio

C NOMOLLbIO MYHKTOB MEHIO MOXHO MOSYyYuTb AOCTYN K CpaBOYHOW MHGOPMaLMK U HAacTponKam

CUCTEMBDbI.

3.2.6.1. MeHro «OkHa»

C NOMOLLbI0 3TOTO MEHK MOXHO W3MEHWUTb rnaBHyt0 hopmy mnporpammbl (MO yMOMYaHU Bce

HacTporkn okoH

Bl

"] [Oﬁherru,rnﬁupunm(m v]

Muemocxema ’B IMasHOM OKHE

o
ot
HypHan cobbITui ‘B [NEEHOM OKHE v]

B oToeneHoM OkHE
He nokasbiEaTe

TonerSQOLEKTLI

OfberTs, NGopE M 30HH (BSpTH
SOHBI (FOpUE0HT:

OfberTsl, npuidp

obnactn B rmaBHOM OkHe). Jlobyo un3

obnacten
«O0BEKTbI»

«MHemocxemay,
(«Cnimcok

«KapTan,
00BLEKTOBY),

«XKypHan cobbITuit» MOXHO OTKpbIBaThb
UK B OTAENbHOM OKHE MU BooOLLe He
nokasbiBaTb. Takke MOXHO HaCTPOUTb
BMO MHEMOCXEMBbI.

|

O6bekTbl, NPNBOPbLI U 30HBI

(ranuanuTankun)

(anTUuranLun)

O6bekTbl, NPUBOPbI M 30HbI

HacTpolika Buoa MHEMOCXEMbI
O e T
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Tonbko 0OBbeKThI

3.2.6.2. MeHio «Monb3oBaTenun»

MeHto npegHasHavYeHo ans nobaBneHus, penakTupoBaHuaA, yoaneHusa nonb3oBaTenen.

MNaonezosatenn

=

MNonbsoEaTENM

D0

OoMmEHoCTE

AnwnswcTparop (reryuii) | Agwwrwcrparop adm |

Nori




3.2.6.3. MeHw «HacTpomkn»

MeHo npegHasHayeHo ANsi MpocMoTpa M U3MeHeHust HacTpoek «MHemocxembly, «XKypHana

cobbITMny 1 «KapTbi».

&

Hacrpoitkn

HacTpoitkin MHEMOCXEMEI

[aHHas HacTpolika Hy)XHa Ans MHEMOCXEeMbl BUAa:
«Tonbko 06beKTbI»

HacTtporika oTobpaxeHusi cTonbLoB xXypHana cobbITui:
(no ymonyaHuto BbIbpaHbl BCe)

KonuuecTteo cTonbuoe B maTpuue obbektos: |12 e
HacTpoitka sxypHana cobbiTuit
[V] Bpems otobpaxkeruns H |
[¥] Bpemsa cobuiTus =1
[¥] CobbiTie
[7] OfnexT =
Pasmep wpudTta: |10 -
MaKcuManbHOE Konu4ecTeo cobbituit: 10000
YaanaTe cobbiTR cTaplue (gHeit): |20 v

)

[ HacTpoiiku onosewetmit 0 cobuiTiax

HacTpoikn onoBeLleHu o cobbITUsIX — noapoGHO
HWMXe

HacTpoitku kapThl

Bug kapTel | Anpekc Kapta .

MoSHUMOHUPOEaTE ODBLEKT Ha
kaprte

Mpu Tpeeorax v

3Hayok oObeKTa Ha KapTe v .

Kpyr

\

Mo3numoHMpoBaTb OGHLEKT HA KapTe NPY HaNU4mK:

- TpeBor

- TPEBOT 1 HEUCNpPaBHOCTEN

- No6bIX COObITUIA

Ha KapTe POBHO MO LIEHTPY oToOpaXkaeTcsi 3Ha4OK 06bekTa,
nmbo onuwma oTKNoYeHa

[ oK J[O‘rmenaj

HacTponkun onoBeweHnn o cobbITUAX

OTKpbITb hopmy? MokasaTb cobbiTe?

O3By4nTH COBBLITME? 3auUKNUTL?

BbibpaTtb thann ansa 03ByunBaHuns

Hacrpoiikv onoeewernii o coBbTUAR

N\ /
N\ /

I:;aepa Cobbitue Tun PestumM orHa Oot Ef:;““ Mpocnywate  Ofsop  OTMeHa =
BsAT Ha oxpaHy ’He OTKPHIBATH OTobpaats | [Onuﬂpm x || MpocnywaTs E OTMEHHTE H3MEHEHMA =
[opusoHT Brniouetmke pene Hopma ’He OTKPHIBETH Otobpakats |~ [Omm pas - | o
[opusoHT BHumanue Tpesora ’OTKpblTb tpopmy OTobpaats |~ [Enau,ummb -
[opusoHT BocCTaHOENEHHE MCNPABHOCTH S0HBI Hopma ’He OTKPHIEATE OTobpakate (v [Onuu pas -
[opusoHT BoccTaHOENEHWE MCNPEBHOCTH Npuiopa Hopma ’He OTKPHIEATE OTobpakate (v [Onuu pas -
[opusoHT Bocc np# 3BT P Hopma ’He OTKPHIEATE Ovcbpakarte |~ [Omm pas -
[opusoHT BuizcE HapROa Tpeeora ’OTKDHTb opmMy Orobpakate |* [.?ﬂLl,WKI‘IWTb -
[opusoHT Briknicuerue pene Hopma ’He OTKPBIEATH Otobpaxats | v [Onuﬂ pas -
[opusoHT 3aREKY HA BLIES] Hopma [He OTKPHIBETH Otobpakats |~ [Omm pas -
[opusoHT MsMEHEHWE B TEXHCNOTMYECKDH 30HE Hopma ’He OTKPLIEETH OTobpaats |~ [Onuu pas -
[opusoHT Kaxan we pafoTaet Tpesora ’OTKpblTb thopmy OTobpakate (v [.?ﬂLl,WKI‘MTb - ad
CHpPOCHTE K 33E0HCKUM HBCTPORESM




3.2.6.4. MeHio «MynbTbI»

MeHto npeaHasHadveHo Ansa obaBneHuns, peaakTupoBaHus, yaaneHus nynsbTos.

0572019 16:16:20
0BM 72019 16:28:20
0572019 16:40:23
0572019 16:52:23
0BMT2019 170424
OBMTR20M5 17:16:24

Momyueto 1 coBbimui,
MNomyueso 1 cobbimui.
MNomyueso 1 cobbiTwil.
Momyueso 1 cobbiTwil.
Momyueto 1 coBbimui,
MNomyueso 1 cobbimui.

MyasTh @
NobaenTe MyneT | Cron
HaumeHoEaHwe CocToaHue IFIHTTP Mopt TCP Nopt HT... Mapewmwdburatoplorud  Nocnegiese coboimue
DataSource=LEVC.. | | Jaom | fonyeno 1 cobumvit
Nata Cooflwetne a*

3.2.6.5. MeHio «CmeHa nonb3oBaTens»

MeHto npegHasHavYeHo O5A CMeHbl Nonb3oBaTena.

3.2.6.6. MeHwo «JlereHpga»

MeHio «JlereHaa» (UBeTOBas cxema) MOSACHSIET, B KAKOM COCTOSIHUM HaxoauTcs o6bekT, npubop,
30Ha No uUBeTy ero 3Hadvka B «MHemocxeme». B «XKypHane cobbituiny n B nHdopmMalmoHHon dopme
ob6bekTa (npubopa, 30HbI) MO LBETY WpudTa HaMMEHOBaHUN COBbITUI

Nerenaa (ueeToran crema) = M

MOXXHO TaKKe onpegenntb Tunbl OCHOBHbIX CcoObITUM cornacHo
| T LIBETOBOW CXEMe:
- Tpesora

PR CERZH
AEMCNPEEHOCTE

- Ha owpaHe



3.3. Peakuus Ha TPpeBOXHbIe N3BeLleHuns

Mpy NOCTyNnNeHWuM TPEBOXHOro cobbITUSI (NoXap, TPeeora M T.4.) Ha 9KpaH OyaeT BbiBedeHa
dopMa 06bekTa, a Takke BKMHYUTCSA LIUKITMYECKOE 03BYUYNBaAHNE U3BELLIEHUS.

L.; APM enepatopa 1.

| MapameTpoi MynbThi Cmena nonbsoeatens  Jleredga
= -
I eEare—" ST
b VAL i
@ Obwexn N21, Apcenan l =UNEE X
= vt B2
e por 28
e INTEEEN ok, Makcuma Tof
Mox#apd, OTKN.NO# 3043, Ha oxpaHe
HeucnpasHocTw Hopma
3oHb [DYNNWPOBATE  COMCKOM
@10 W20 W30 dan Asn dsn W7o
Wsao Woo Wio o (7112 He ue A
|
CobHTAR  [DYNNUDOESTE
Bpema CobbiTHe KoMMoHEHT MpuGop COTPYIHHE Kanan flononH...  *
12:07:00 17.05.20. 3oHb Meb 0001 MpaHuT-. He ykasaH 192 168.1.20. i 2
12:06:54 17.05.20... BsAT Ha oxpaHy 3oHb Meb 0001 MpaHuT-. He ykasaH 192 168.1.20. =
B 12:06:01 17.05.20... Moxapi 3oHa Ned 0001 MpaHuT-. He ykasaH 192 168.1.20.

EBpemna COBLITUA Cobbmd) 12:01:26 17.05.20... BsAT Ha oxXpaHy 3oHb Ne11 0001 MpaHuT-. He ykasaH 192 168.1.20. KaWan *
12:56:37 20.05.2019  MMpuGop 12:01:24 17.0520.. BsAT Ha oxpaHy 3oHbtl NeB, 10 0001 MpaHuT- He yrasaH 192 168 120, 192_1¢
13:44°36 20.05.2019 prﬁop 12:01:22 17.05.20. 3oHb MNeB 0001 MpaHuT-. He ykasaH 192 168.1.20. = 192.1¢
13:32:35 20.05.2019  TMpubop HewcnpashocTa 192 1€
12:20:36 20.05.2019  Mpudop Vs npuiopa T Cesse 290 5 F—— 192.1¢
13:08:34 20.05.2019  Mpndop 1 Fparr-C-12 192.1¢
12:56:33 20.05.2019  NMpudop 192.1¢
12:44:33 20.05.2019  Mpudop 192.1¢
12:32:32  20.05.2019  Mpwndop 19216~

ki - S s | — v
x| 20,0519 - 135008 —808——— - - — RS

Mpun Haxatum KkHonku  «lMoATBepxaoeHuMe» B KypHan u3BelleHuid OygeT  caenaHa
COOTBETCTBYIOLLAS 3aMUCb, @ TakKe OTKMYMTCS 03By4YMBaHMe cobbiTvs. [lanee, B 3aBUCUMOCTU OT
TUNa TPEBOXHOIO U3BELLEHUs, ByaeT AOoCTynHa NMBo kHormka «[NepenocTaHoBkay, NMbo kHomnka «OT6oM
TPEBOIrn».

. MepenocTaHoBKa TPEBOXHbIX 30H AOCTYMNHa, KOraa odHa U3 30H Npubopa HaxoauTcs B TpeBore.
Mpw HaxxaTum KHOMKM Npubopy GyaeT oTnpaBieHa COOTBETCTBYHOLLLAA KOMaHaa.

. KHonka «OT6or» JoCTynHa B criydae BO3HUMKHOBEHWUA T.H. «NPOrpaMMHoOn TpesBorny» (Ha npubope
30Ha B HOpMe, a TpeBora CreHepupoBaHa Ha nyrbTe, HanpuUMmep, CHATME C OXpaHbl BHE
3agaHHoro pacnucanus). Mpy HaxxaTum KHONKM OGBEKT BEPHETCSA B HOPMaribHOE COCTOsHME (ecnu
HeT OpYrMx 30H B COCTOSIHUWN TPEBOIN).

Tunbl coObITUN

. MoxapHble Tpesorn (Moxap1, MNMoxap2, BHumaHue, BknoyeHo onoseleHue). CobbITus 3TOro
TMNa WMMEKT HanBbICLLWA MPUOPUTET, BbIAENSAOTCH KPACHBIM LIBETOM.

. OxpaHHble TpeBorn (TpeBora, Tuxaa Tpesora, Bbi3oB Hapsga, HapyweHue pacnucaHus).
CobbITna aTOr0 TUNAa BLIAENATCA CUHUM LIBETOM.

. HeucnpasHoctn (HeT cBs3un, HencnpasHocTb, OTKMOYeHa noxapHas 3oHa). CobbITua 3Toro tuna
BbIAENAITCA XENTbIM LIBETOM.

. YnpasneHue 3oHamu (B3at Ha oxpaHy, CHAT C OXpaHbl).
. Mpouue.



